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AyTeHTHpHUKAIHSA

bezonacnocts nHpopmanuu

I'ocynapcTBenHas
nH(pOPMALMOHHAS CHCTEMa

Hoctyn k uHpopmMauu
JocTynmHOCTh

3amuTa uHGOpMAIIH
OT HECAHKIIMOHUPOBAHHOTO
JocTyna

3amuiaemas nHGOpMaLus

WNnentudukarus

WNudopmannonHas cucrema

WNudopmanronnsie
pecypcesl

WNudopmannonssle
TEXHOJIOTUU

Nudopmanus

KonTponmupyemas 30Ha

KonduaenmmanpHOCTH

O6paboTka MepcoHATBHBIX
JTaHHBIX

TEPMHWHBI U OIIPEJEJIEHUA

JlelicTBUS TIO TpPOBEpKE IMOJUIMHHOCTU CYOBEKTa JOCTyHa
B UH(OPMALIMOHHOM cucTeme

CocrosiHME 3aIIMIIEHHOCTH WHPOpPMALKU, MPHU KOTOPOM
obecrieyeHbl €€  KOHQUAECHIHAIbHOCTb,  JOCTYIHOCTb
U 1IeTI0OCTHOCTh

WNudopmannonHas cucremMa, co3laBaeMas B LIESIX pealn3aluu
MOJTHOMOYHU I rOCyJapCTBEHHBIX OpraHoB
n obecrieueHuss oOMeHa MHPOPMAMEH MEXIy OTUMHU
OpraHamu, a TakXKe B MHBIX YCTAaHOBJCHHBIX (elepaabHBIMH
3aKOHaMHM LIEJIAX

Bo3MokHOCTB MOTydeHust HH()OPMAIUK U €€ UCTIOIb30BaHUS
CocrosiHe MHPOpPMALMYU, XapaKTEpU3yeMoe CIIOCOOHOCTBHIO
TEXHUYECKUX CPEACTB U HMH()OPMAIIMOHHBIX TEXHOJIOTUI
obecreunBaTh OeCHpPENSATCTBEHHBIH JIOCTYNl K HH(OpMaIu
CyOBbEKTOB, UMEIOIINX HA 3TO IMOJHOMOYHS

3amura uHGOpMAlMK, HalpaBlIeHHass Ha IpeloTBpalleHHe
MOJTyYeHHS 3alUINacMoil WH(POpPMALUU 3auHTEPECOBAHHBIMH
CyObEKTaMH C HapyIIEHUEM YCTaHOBJIEHHBIX HOPMAaTHBHBIMU
U TpaBOBBIMU JIOKYMEHTaMU (aKTaMu) WIM 00JagaTeasiMu
uHbopMallMK IpaB WM MpPaBUI pPa3rpaHUYEHUs JOCTyla
K 3alluuiaeMoi nHpopManuu

Wndopmanus, sBisomascs MOpeAMETOM COOCTBEHHOCTH
U TIOJIe)KaIasi 3alluTe B COOTBETCTBUU C TPEeOOBAHUSAMHU

IIPABOBBIX JOKYMEHTOB Wi TpeOOBaHUAMH,
yCTaHaBIMBAaEMbIMH COOCTBEHHUKOM MH(pOpMaLuu
IIpucBoenune cyObeKkTaM " 0o0BeKTaM JocTyna
uaeHTu@ukaTopa | (WIM) CpaBHEHHE MPEAbABISIEMOTrO
uACHTUUKATOPA C TIEpEeYHEM IIPUCBOEHHBIX
UJICHTU(PHUKATOPOB

CoBOKYIHOCTb cozeprkalieiics B 6a3zax AaHHBIX MH(opMauu
u o0ecnieyuBalOIUX ee  00paboTKy  HMH(OPMALMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPEACTB

OTtnenpHbIE TOKYMEHTHI U OT/AEIbHBIE MAaCCUBBI JOKYMEHTOB,
JOKYMEHTBl W  MacCHBBl JIOKYMEHTOB, COJEpKalluecs
B MH()OPMALIMOHHBIX ~ cucTeMax (OuOIMOTEKax, apXuBax,
¢doHaax, 6aHKax JaHHBIX, UH(POPMAIIMOHHBIX CUCTEMAX JPYTUX
BU/JIOB)

IIponiecchl, MeTonbl Moucka, cOopa, XpaHEHUs, 00pabOTKH,
MPEAOCTABIICHUSI, PACTIPOCTPAHCHUS WH(POPMAIIUN U CTIOCOOBI
OCYILIECTBIIEHUS TAKUX ITPOLIECCOB U METOJI0B

Caenenus (coobmenusl, JIaHHBIE) HE3aBUCHUMO
oT (OpMBI X TPEACTABICHUS

[IpoctpancTBO  (TeppuTOpHsA, 3AaHUE, YacTh  3/IaHUS),
B KOTOPOM HCKJIFOYEHO HEKOHTPOJIMPYEMOE MpeObIBaHHE JIULI,
HE UMEIOUIMX [OCTOSHHOTO WJIM  Pa30BOr0  JOIMYCKa,
U IOCTOPOHHUX TPAHCIOPTHBIX CPEICTB

OO6s13aTenbHOE 11 BBITOJIHEHUS JTUIIOM, MOJIYYHUBIIUM JJOCTYII
K OINpejereHHON uH(popmanuu, TpeOboBaHHE HE IepeaaBaTh
Takyl0o UMH(QOpMalHI0O TpeThUM JHLIAM 0e3  corjacus
ee obnanaTens

JlelicTBus (onepanun) ¢ NepCOHANbHBIMU AAHHBIMHU, BKJIIOYast
cOop, cUCTeMaTH3aIMIo, HAKOIJICHWE, XpaHEHHUE, YTOUYHEHHE
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Omnepatop

[TepcoHanibHBIE TaHHBIE

VYrpo3za Ge3omacHocTr
nHpopmaruu

Y a3BUMOCTD

IlenoctHoCTh

(oOHOBNIEHUE, U3MEHEHUE), UCTIOJb30BaHUE, PACTIPOCTPAHCHUE
(BTOM wumcie mnepemauy), obOe3nuUMBaHUE, OIOKUPOBaHUE,
YHUUYTOKEHHUE TIEPCOHANIBHBIX JAaHHBIX

TPOXIAHUH WM FOPUAMYECKOE JIMIO, OCYIIECTBIISIONINE
JEeSTeNIbHOCTh MO SKCIUTyaTaluu MHGOPMAIMOHHON CUCTEMBI,
B TOM 4HCIE 1O 00paboTke HWHQPOpPMAIMH, COIEpKaIICHCs
B ee 0a3ax TaHHBIX

JIrobast nHpOpMAaNKs, OTHOCSIIASACS K MPSIMO WJIM KOCBEHHO
OTpeIeICHHOMY HJIU oTpesiesiieMoMy (DU3HUECKOMY JIUILY
COBOKYIHOCTh ~ YCIIOBMM W (aKTOpPOB,  CO3AIOIIUX
MOTEHIUATILHYIO WIH peasibHO CYIIECTBYIOILYIO
OMAacHOCTh,  CBS3aHHYID  C  yTeukod  wmHpopmMaruu
W/WM HECAHKIIMOHUPOBAHHBIMU W/WJIM HEMpeIHaMEPEHHBIMU
BO3/ICUCTBUSIMHU Ha HeEE

HenocraTtok (cmabocTp) MIPOrpaMMHOTO
(TIporpaMMHO-TEXHHUYECKOTO) CPECTBA I HHPOPMALIMOHHOM
CHUCTEMBl B II€JIOM, KOTOpPBIA (KOTOpas) MOXET ObITh
WCTOJB30BaHA JUIS  pealu3allud  yrpo3  0Oe30MacHOCTH
nHpopmauu

YcroitunBocth  WHGOpPMAaNMKM K  HECAHKIMOHUPOBAHHOMY
WM cIydyailHOMY BO3JICHCTBUIO Ha Hee B Ipoliecce 00paboTKu
TEXHUYECKUMHU CPEIICTBAMH, PE3yIbTATOM KOTOPOTO MOKET
OBITh YHUYTOXKEHHUE U UCKAKEHUE MHPOPMAITUT



T'OCTP
TTonutuka

l'ocynapcrBeHHoOE
OIOHKETHOE
o0mieo0pa3oBaTenbHOE
yupexieHne THMHA3Hs
Ne 205 ®pyH3eHckoro
paiiona CaHKT-
[lerepOypra umeHun
P.A. PormuctpoBoii
®CBb Poccun

OCTIK Poccun

OBO3HAYEHUA U COKPAILIEHU A

— Tl'ocynapcrBennsiii cranaapt Poccuiickoit @eneparuum

— Ilonutuka nH(pOpMaITMOHHOM 0€30macHOCTH Cankr-
[TeTepOyprckoro rocyJapCTBEHHOTO YHUTAPHOTO TPEINPHUSITHS
«Camnkr IletepOyprckuii ”HGOPMAITMOHHO aHATUTHYCCKUHN IIEHTPY

— I'mmuazus Ne 205 umenu P.A. PormuctpoBoii

— denepanpHas ciryxba 6e3omacHoctu Poccuiickoit deneparumn
— ®denepanbHas CIIy)K0a M0 TEXHUIECKOMY U KCIIOPTHOMY KOHTPOJTIO



1 OBIIME MMOJIOKEHUSA

Hacrosmas [lonautuka sBisercs TOKyMEHTOM, ONPEAEISIONMM HaIllpaBJIeHUs ACSITeIbHOCTU
B obOmactu oOecnieueHus HWHPOPMAIIMOHHOW  O€30MAaCHOCTH H  MPEACTaBIseT  co0oit
CUCTEeMAaTHU3UPOBAHHOE HU3JIOKEHHUE 1eNel U 3a/1a4 HHPOPMAIIMOHHOM 0€3011acCHOCTH, KaK OJJHO UJTN
HECKOJIbKO MPaBWJI, NPOLEAYp, MPAKTUUECKUX MPUEMOB U PYKOBOSIIUX MPUHIUIIOB, KOTOPHIMU
pykoBojctByercss ['mmuazust Ne 205 mmenu P.A. PoTMUCTpOBOI, a Takke OpraHM3allMOHHBIX,
TEXHOJIOTHYECKHX U MPOIIEyPHBIX aCIIEKTOB 0OecreueHus] HHPOPMAIMOHHON 0€30MacHOCTH.

[Tonoxxenus  Hacrosimed  [lomuTuku  HE  pacHpoCTpaHsIOTCs Ha  oOecredeHue
WH(OPMAIIMOHHON 0E30MIaCHOCTH CBEACHHIA, COCTABIISIONINX TOCYIaPCTBEHHYIO TalHY.

OcHoBHOM 3a1aueli B 06sactu uHGpopMannoHHo# 6e3onacHocT ' mmuazum Ne 205 umenu P.A.
PoTMUCTpOBOIA, TPU3HACT COBEPIICHCTBOBAHKE MEP M CPEACTB 0OECIIeUeHUS 3alUThl HHPOPMAITUU
nHpopmanoHHbIX pecypcoB 'mmuazuu Ne 205 umeru P.A. PoTMuUCTpOBOM, B KOHTEKCTE Pa3BUTHS
3akoHonaTenbcTBa Poccuiickoir depepanuu W HOPM  PEryJMpoBaHUS  WH(POPMALMOHHOM
JESTENIbHOCTH B TEKYIINX YCIOBHUAIX (DYHKIMOHUPOBAHUS HHPOPMAIIHOHHOTO MOJIS.

[Ipu pazpaborke [1oMUTUKU YUUTHIBATUCH OCHOBHBIC MPUHIIUIIBI CO3/IaHHSI CUCTEM 3aIllUThHI
uH(pOpMallMK,  XapaKTEPUCTUKH U BO3MOXHOCTHM  OPraHHU3AI[MOHHO-TEXHHYECKHX  Mep
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIlllapaTHO-TIPOTPAMMHBIX CPEICTB 3aIUTHI HH(POpPMAIIHH.

B pamkax cBoeit meareinbHoctd ['mmuaszust Ne 205 umenu P.A. PormuctpoBoii, 06s3yercs
NPEIIPUHAMATE BCE BO3MOXKHBIC MEphI JIJIS 3allUThl HHPOPMAIMK OT YIrpo3 Oe30MacHOCTH
uHpopmanuu.

TpebGoBanusi WHPOPMAITMOHHON OE30MMACHOCTH, COOTBETCTBYIOT IIEJISM JACSITEILHOCTH
['umuasus Ne 205 umenu P.A. PoTMucTpoBoi, 1 ipeiHa3HAYEHBI JUIS CHIKEHUSI PUCKOB, CBA3aHHBIX
C peanm3anueit yrpo3 6e3omacHocT HH(HOPMAIIUH.

[Tonutuka goctynHa BceM pabotHukam ['umHaszus Ne 205 umenu P.A. PormuctpoBoii, u Bcem
I10JIb30BATENISIM €r0 PECYPCOB.



2 IEJH A 3AJTAYU OBECIIEYEHUSI HTH®OPMAIIMOHHOM BE3OITACHOCTHU

Cy0bekTbl HHGOPMANMOHHBIN OTHOLEHHU I

Cy0Obekramu npu obecriedeHrr MHPOPMAITMOHHOH Oe3omacHocT B ['umHazun Ne 205 nmenu
P.A. POTMUCTpPOBOM SIBIISIFOTCS:

PabOTHUKYU CTPYKTYPHBIX MO/Ipa3ieNiecHui (B TOM YKCIIC YBOJICHHbIE);

rpaxkaane, paboTaroIre o JOroBOpaM IrpaskJaHCKO-IIPAaBOBOTO XapaKTepa;

¢u3uueckue WA, MPEICTABUTENIM KOHTPAareHTOB B pPAaMKax MCIIOJHEHHsS JIOTOBOPHBIX
00513aTEINBCTB;

dusznyeckue Jmna, mnojaBmme oOpamenue B aapec I umHazum Ne 205 wumeHun
P.A. PormuctpoBoi;

IOPUAMYECKHE JIMIIA, B PAMKaX HCIIOJIHEHUS JOTOBOPHBIX 00S3aTEJICTB MM BO HUCIIOJHEHUU
TpeOOBaHMl CO CTOPOHBI 3aKOHOAATENbCTBA Poccuiickoit deaepanny;

Oprasbl TOCYyJJapCTBEHHOH BJIACTH.

O0bexkThbl HHPOPMANMOHHBIX OTHOILIEHHU I

Oo6bexramu HH(GOPMAITMOHHBIX OTHOIICHHMN SBIISIFOTCS

uHpopmarnonusie pecypcesl ['umuazuu Ne 205 umenu P.A. PormuctpoBoi;

rocyapcTBeHHble  HMH(pOpManunoHHBIE cucteMbl  OnepaTopoM  KOTOPBIX  SIBJISIETCS
I'mmuazust Ne 205 umenu P.A. PoTMuCTpOBOI;

IPOIIeCChl 00padOTKN MHPOPMAIUK B HHPOPMATMOHHBIX cucTeMmax ['umHazus Ne 205 nmenu
P.A. PotMucTpoBoii, uHGOpMAIIMOHHBIE TEXHOJIOTHH, PETJIAMEHTHI U MPOLETyphl cOopa, 00paboTKH,
XpaHEHUs U nepeaadu HHPopMauy;

uHpopMallMoHHasT HMHPPACTPYKTYypa, BKIIOYAIOIIAs CHCTEMbl OOpaOOTKH, XpaHEHUS
¥ aHaM3a MHPOPMALIMH, TPOTPAMMHBIE ¥ IIPOTPAMMHO-AIIAPATHBIE CPEICTBA, B TOM YHCIIEC KaHAJIBI
CBSI3U U TEJIEKOMMYHUKALINY;

CHCTEMBI M CPEJICTBA 3aLIUTHI HHPOPMALMHU, OOBEKTHI M TIOMEIIECHUS, B KOTOPBIX pa3MeIleHbI
cpezacTBa 00paboTKU HHPOPMALIUH.

Hean obecneyenust UHPOPMALMOHHOI 6€30NIACHOCTH

OcHoOBHO Lienbl0 o0ecnedeHus: nHpopMaMoHHOI Oe3onacHocTu ['mmHazun Ne 205 nmenu
P.A. PormucTpoBOH, SBISIOTCS JI€HCTBUS HalpaBieHbl Ha JOCTH)KEHUE 3allUThl CYOBEKTOB
UH(POPMALIMOHHBIX OTHOLICHUH OT BO3MOXKHOTO HAHECEHHMsS MM MaTepualIbHOro, (hHU3MYECKOro,
MOpaJIbHOIO WJIM MHOIO YyIiepda, MOCPEeICTBOM CIy4allHOrO WM IPEJIHAMEPEHHOTO BO3JEHCTBUS
Ha UH(OpPMAIIHIO, B TOM YHUCIIE:

o0OecrieyeHrss OTKa30yCTOMYMBOrO (YHKIIMOHHPOBAHMSA MPOTPaAaMMHBIX U  anmapaTHo-
nporpaMMHBbIX cpencTB ['umuaznu Ne 205 umenn P.A. POTMUCTPOBOI 1 IPENOCTaBISEMBIX CEPBUCOB;

cOoONIOAEHMS] TPaBOBOIO peXUMa HCIOJb30BaHUS MacCUBOB M CpeAcTB 00paboTKu
uH(pOopMaLnu;

NpPEOTBPALEHNUs pealiu3allii yrpo3 Oe30MacHOCTH HMH(OpPMalUM MpPU OCYLIECTBICHHH
nesitenbHOCTH I 'mMHa3um Ne 205 nmenn P.A. PormuctpoBoii.

3agaun obecneyeHust HHPOPMALMOHHOM 0€30NTACHOCTH

Hoctuxenue neneit odecredeHust HGOPMaLMOHHON 0€30MacCHOCTU U CBOWCTB MH(OpMaIuu,
I'mmuaszuu Ne 205 nmenu P.A. PoTMuCTpOBOI, pemaeTcs caeayomuMu 3aJa4aMu:

3alIUTHl OT HECAHKLMOHUPOBAHHOTO JJOCTYIA K MH(POPMALIMOHHBIM pecypcam;

pasrpaHuyeHHsl 10CTyla MoJb30BaTeNeld K MHPOPMAIlMOHHBIM, allapaTHbIM, MPOTrPAMMHBIM
U UHBIM pecypcam;

perucTpaliii M TEpPHOANYECKOr0 KOHTPOJs JeWCTBUM moJb3oBaTeneid mpu oOpaboTke
3anMIaeMoi HHGOpMaIK U NePUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JIEHCTBUH;

KOHTPOJISI LIEJIOCTHOCTH CpPEbl WCIOJHEHHUS MPOrpaMM U €€ BOCCTAaHOBJIEHHWE B CIy4yae
HapyIICHUS;

oOecrieyeHUs ayTeHTH(QHUKAIMM W  WACHTUQHUKAIMKM  TOJb30BaTelel, y4acTBYIOIIUX
B UH(POPMALIMOHHOM OOMEHE;

obecrieueHns UCTIPAaBHOCTH MPUMEHSIEMBIX B HH(POpMaIMoHHbIX cucteMax [ mMmuazuu Ne 205
umenu P.A. PorMucTpoBo#, cpeicTB 3aIUThl HHPOPMALIUY;
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CBOEBPEMEHHOI'O BBISIBIIEHME HCTOYHUKOB Yrpo3 O€30MacHOCTH HMH(pOpMalUM, HpUYUH
U YCJIOBUH, CIOCOOCTBYIOIIMX  HAHECEHUIO  ymiepda  3aMHTEPECOBAHHBIM  CYOBEKTaM
MH(POPMALIMOHHBIX OTHOIIEHUH;

CO3JIaHUEM CITyKObl MOHHUTOPHHIA M PEarMpoBaHUsl HA yrpo3bl 0€30MacHOCTH HH(pOpMAIHU
U HETaTHUBHBIE [1OCIIE/ICTBUS,

CO3J1aHMEM YCIJIOBHUH JII1 MUHMMM3AllMM HAHOCUMOT'O yliep0a HEpaBOMEPHBIMU JI€HCTBUSMU,
W yCTpaHEHHWE TOCIEJACTBUM HapylieHus WH]opmarmoHHOW Oe3zomacHocTH B ['mMuazum Ne 205
umenu P.A. PormuctpoBoii.

Pemenune BeienepeuncieHHbix 3azad B ['umnHasum Ne 205 umenu P.A. Pormuctposoii,
OCYILIECTBIISIETCS TIOCPEACTBOM:

ydeTa Bcex MOAJIEeKAIIUX 3aluTe HHPOPMALMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS ACHCTBUI IEPCOHAIIA, OCYIIECTBIISIIOIIET0 00CTyKUBAaHHE U MOAM(PHUKALINIO
IPOTrPaMMHBIX M ITPOrPaMMHO-AIIAPATHBIX CPEJICTB UH(POPMAIIMOHHBIX CUCTEM;

periaMeHTanud  mpoueccoB  o0paboTku — mHboOpManuMu, — JEHCTBUHA  PaOOTHUKOB
I'mvuazun Ne 205 umenu P.A. PoTMucTpoBO#, OCYHIECTBIISIOMIMUX 3KCIUTyaTallMIO0 MPOTrPAMMHBIX
U IpOrpaMMHO-alNapaTHbIX  CPEACTB, Ha OCHOBE  YTBEP)KJICHHBIX  OpPraHU3aLUOHHO-
pacropsaIuTeNbHBIX JOKYMEHTOB 110 3aIIUTe HH()OPMAIIHH;

Ha3HAa4YEeHUs! ¥ MOJrOTOBKOM paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3aLMI0 U OCYLIECTBIICHUE
MEepONpUATHIA 110 obOecrieueHno nHopmamonHoi 6e3onacHocTr B ['mumuazum Ne 205 umenu P.A.
Pormuctposoii;

HaJIeJIeHUsl KaxJaoro paOOTHHKa MHUHMMAaJIbHO HEOOXOOUMBIMHM IIpaBaMH Ipu pabote
B MH(POPMALMOHHOW HHPPACTPYKTYPE COTIIACHO UX JOHKHOCTHBIM O0S3aHHOCTSIM;

COOITIO/ICHHSI BCEMU PAOOTHUKAMH, SKCIUTYaTUPYIOUIMMH U OOCITY>KUBAIOIIMMHU ITPOTPAaMMHEBIE
U IpOorpaMMHO-allllapaTHbE  CPEACTBA, TPEOOBAHMN  OPraHU3aLMOHHO-PACIIOPSIUTENbHBIX
JIOKYMEHTOB I10 BoIlpocaM obecrieueHust MHQOpMaIMOHHON 0€3011acHOCTH;

HEPCOHAIBHON OTBETCTBEHHOCTHIO KaX/JI0TO pAaOOTHHMKA 3a CBOM JIEHCTBMS, y4acCTBYIOIIETO
B paMKax CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B IpoLeccax aBTOMATH3UPOBAHHOM 00pabOTKU
MH(pOpPMallMU U UMEIOILEro JOCTYII K pecypcam HHPOPMAIIMOHHBIX CUCTEM;

peanu3anmel TEXHOJIOTHYECKUX MPOIEeccoB o0paboTku HH(OpMAIMKM C HUCIMOJIH30BAHUEM
KOMIUIEKCOB ~ OpPraHM3allMOHHO-TEXHUYECKMX MEp 3allluThl IpOrpaMMHOro  oOecredeHus,
IIPOrPaMMHO-aIIIapPaTHBIX CPENICTB;

HPUHATHS Mep 0 o0ecredeHuo (pr3nyeckoi eJIOCTHOCTH MPOrpaMMHO-aNIapaTHbIX CPEACTB
MH(POPMALIMOHHBIX CUCTEM U MOJIepKaHUEM He00X0AUMOTr0 YPOBHS 3alIMIIEHHOCTH KOMIIOHEHTOB;

UCIIOJIb30BaHUS MTPOrPAaMMHBIX M MPOTPaMMHO-AMNIMAPATHBIX CPEJICTB 3aLIUThl HHPOPMALUH,
oOpabarbiBaemoii B I'mmHazum Ne 205 umenu P.A. PoTrmMuctpoBoil, u aJIMHUHHCTPAaTUBHOU
MOJJIEP’KKOM MX HCIIOIb30BaHMUS,

KOHTPOJISL ~ COOJIIOJICHHS  IOJIb30BAaTEIsIMM  MH(OPMAIMOHHBIX  CHCTEM  TpeOOoBaHMA
1o obecrneyeHno NHPOPMAIIMOHHOM 6€30MaCHOCTH;

poBeIeHUs aHaIu3a 3(PPEKTUBHOCTH MPUHATHIX MEp 3aIUTHI UHOOPMAIIMH U TPUMEHAEMBIX
cpencTs 3aiuThl nHGopMmaruu B [ 'umuazuu Ne 205 umenu P.A. PormuctpoBoi;

pa3paboOTKW M pean3alud MPeUIOKEHU MO COBEPLICHCTBOBAHMIO CHCTEM  3alUThI
uHpopmanuu B 'umnaazuu Ne 205 umenu P.A. PormuctpoBoii.

3 TPUHIMIIBI OFECIIEYEHUA THO®OPMAIIMOHHOM BE3OITACHOCTH

O6ecneyenne MHGOPMAIIMOHHONW 0€30MaCHOCTH, JAOKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CIIEYIOUIMMU OCHOBHBIMH NMPUHILIUITAMM:

IIpuHIUI 3aKOHHOCTH

[Tpu BeIOOpE MEPONPUATHI MO 3amuTe WHGOPMAIUH, JOKHO COOMIOAAThCS JIEHCTBYIOIIEE
3akoHoAaTenbcTBO Poccuiickoit deneparuu B chepe 3amuThl HHGOPMaLIUK.

Bce paboTHHKYM TOMDKHBI UMETh MpeACTaBiIeHHe 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIICHUS
B cthepe 3ammrel uHbopmauuu. IIporpamMmHo-anmapaTHble  CpENCTBa, IMPUMEHSEMBIE
B ['mmuazuu Ne 205 umenu P.A. PorMuctpoBOii, TOJKHBI UMETh COOTBETCTBYIOIIHME JIUIICH3UU,



opUIMaATbHO MPHOOPETAaThCS Y MPEACTaBUTENEH pa3paOOTUMKOB STUX CPEICTB WU SIBISITHCS
MHTEJUIEKTYaJIbHON cobcTBeHHOCThIO ['mMHasust Ne 205 umenu P.A. PoTMucTpoBoi,.

IIpyHUMI CHCTEMHOCTH

[Tpu co3gaHuy CUCTEMBI 3alIUTHI JOJDKHBI YUUTHIBATHCS aKTyaJdbHBIC YTPO3bl 0€30MacHOCTH
uH(pOopMalMi, BO3MOKHbIE OOBEKTHl M HANpaBiICHHUS aTak Ha HEEe CO CTOPOHBI HapYIIMTENEH.
Cucrema 3amMTBHl JOKHA CTPOUTHCA C YYETOM HE TOJBKO HM3BECTHBIX KAHAJIOB YTEUKHU
uH(pOpMallMK, HO U C YYETOM BO3MOXKHOCTHU IOSIBJICHHS HOBBIX YS3BHUMOCTEH B IPOrpaMMHOM
00ecIeueHuN.

IpruHOMI KOMIIEKCHOCTH

KommiekcHOe MCIoIb30BaHne CPECTB 3aIIUTH HHPOPMALUU MPEAIOIaraeT corjJacoBaHHOE
MPUMEHEHUE MTPU MOCTPOSCHUH 1IEJIOCTHON CUCTEMBI 3alllUThI, IEPEKPHIBAIOLICH BCE CYLIECCTBEHHbBIE
yrpo3bl 0e3omacHOCTH MH(pOpManuu. 3amuTa JODKHA CTPOUTHCS SUISTOHUPOBAaHO. Du3mueckas
3alUTa JI0JKHA 00ecrieunBaThesl (GPU3MUECKUMU CPECTBAMHU U OPraHU3allMOHHBIMU MEPaMHU.

[Tpu mocTpoeHNH, BHEIPSCHUH U SKCILTyaTaIlliU CUCTEMBI 3aIUThl HH()OPMAIIUHA PYKOBOACTBO
['umuazus Ne 205 umenu P.A. PormucrtpoBoii, obecrneuuBaeT yciaoBus s 3()PeKTUBHOIMA
KOOPJMHAIIMH JCHCTBUI BCEX JIHII, 00eCIIeYHBAIOIINX HHPOPMAITMOHHYIO O€30ITaCHOCTb.

IIpuHIMT CBOEBPEMEHHOCTH

Pa3zpaboTka cucTembl 3amuThl HHPOPMAIUHU JODKHA BECTHCH MapalieIbHO ¢ pa3padOTKON
U UHQOPMAIIMOHHON  CHUCTEMBL. JTO TMO3BOJIUT y4ecTb TpeOoBaHUs  Oe30MacHOCTU
IpH TPOCKTUPOBAHWU APXHUTEKTYphl W, B KOHEYHOM cHeTe, co37arh Oojee 3(QeKTUBHBIC
nH(OpPMaILMOHHBIE CHCTEMBI, 00JIaJaroIINe JOCTATOUYHBIM YPOBHEM 3alIUIIIEHHOCTH.

[IpuHIUN TPeeMCTBEHHOCTH

[TocTosiHHOE COBEpIICHCTBOBAHWE MEp M CPEACTB 3alluThl WHGOpMAllMd Ha OCHOBE
MIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKUX PEIICHUH, KaJIpOBOTO COCTaBa, aHaJIM3a
GyHKIIMOHUPOBaHUST MH(DOPMALIMOHHBIX CHUCTEM U CHUCTEMBI €€ 3allUThl C Y4EeTOM H3MEHEHUH
B METOJAaX W CpeJICTBax IMepexBara WH(OpMAIMK, HOPMATHUBHBIX TPeOOBaHWI MO 3alIuTe
UHpOpMaLUH.

IpuHIUN TO0CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrneueHrue HHPOPMAITMOHHON 6E€30MaCHOCTH U IIEHHOCTH
MH(OPMAIIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOXKHOTO yIiepOa OT UX pa3riialieHus, YHUYTOKESHUSI
U UcKakeHus. Vcmomp3yemble Mephl M CpPEACTBa 3allUThl MHPOpPMAIMK HE JOJKHBI yXYIIIaTh
HPrOHOMHUYECKHE ITOKA3aTeTH KOMIIOHEHTOB HH(POPMAIIMOHHBIX CHCTEM.

[IpuHUHN 0TBETCTBEHHOCTH

BosnoxeHne 0TBETCTBEHHOCTH 3a o0ecrieueHne 6e30macHOCTH HHPOopMaIK U ee 00paboTKu
Ha KaXIOro pabOTHHMKA B Mpelenax ero MOJHOMOYMd. B COOTBETCTBHM C 3TUM MPUHIIUIIOM
pacripesielieHle TpaB U 00S3aHHOCTEH PAOOTHUKOB CTPOUTCS TakKUM oOpa3oM, 4TOOBI B Cllydae
JT1000T0 HapyIIeHHs! ObLT U3BECTEH HAPYIIUTENb.

IpuHIUN 000CHOBAHHOCTH M TEXHMYECKOIl peaTn3yeMoCTH

HubopmalinoHHbIE TEXHOJIOTHH, TPOTPAMMHEBIE M IIPOTPAMMHO-aNNapaTHBIE CPEACTBA, MEPHI
3a0UThl HHPOPMAIMK JOJDKHBI OBITh PEAIM30BAaHBI 10 COBPEMEHHBIM PEIICHUSM, 00OCHOBAHBI
C TOYKH 3pECHHsI JOCTIKEHUS 33J]aHHOTO YPOBHS 3aIIMIEHHOCTH MHGOPMAIIUU ¥ SKOHOMHYECKOM
1IEJIECOO00Pa3HOCTH, a TakK)Ke€ COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM H TpeOOBaHUIM
o 0€30macHOCTH HH(POPMAITHH.

IpuHuun npogeccnonaanzma

Peanuzanus Mep 3ammTbl MHGOPMAIMU M JKCIUTyaTallds CPEACTB 3aIlUThl MHGOpMAIUU
JIOJDKHA OCYIIECTBIATHCS MPO(EeCCHOHATBHBIMH CTICITHATICTAMH.

[TpuBneyeHne crienUaIN3uPOBAHHBIX OpraHU3aIUil K pa3paboTKe CPECTB U peaan3alui Mep
3anUThl WHGOPMAIIUH, TIOJTOTOBIICHHBIX K KOHKPETHOMY BHUIY JCSITEIBLHOCTH IO OOECIICUCHUIO
0e30MmacHOCTH UH(POPMAIIMOHHBIX PECYpCOB, UMEIOIIUX OIBIT MPAKTUYECKONH PabOThl U JHIICH3UH
Ha MPaBo OKa3aHUs YCIYT B 3TOM 06sacTH.

HpyuHUMI MUMHUMH3aLUU IPUBUJICT U N10JIb30BaTe/ el

ObecrnieueHne noab30BaTeNIel MPUBIWIETUSIMU MUHUMAJIBHO JOCTATOYHBIMU JJIs1 BHITOJTHEHUS
UMU CBOMX JIOJDKHOCTHBIX 00si3aHHOCTel B ' mMHazuu Ne 205 umenu P.A. PoTMucTpoBoii.
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4 OCHOBHBIE TPEBOBAHUA 110 3AIIUTE UHOOPMALIUUN
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3amuThl MHGOpPMALMK JODKHA MPEAYCMATPUBATh KOMIUIEKC OpPraHU3allMOHHBIX,
MPOrPaMMHBIX M MPOTPAMMHO-ANTNAPATHRIX CPEACTB M MEp IO 3amuTe WHGOPMALUK B TIPOIECcce
ee 00paboTKH.

BrimonHnenue TpebOBaHUI TOCTUTASTCS 3a CUET peanu3anuu Ha o0bekTax WHpopMaTH3auu
Mep 10 3aIuTe HHGOpMaIUu:

UACHTU(DHUKAIMY U ayTeHTU(DHUKAIINH CyObEKTOB JIOCTYNA U O0BEKTOB JIOCTYTIA;

YIPaBICHUIO JOCTYIIOM CYOBEKTOB JJOCTYMA K 00bEKTaM JI0CTYyIIa;

OTPAaHUYECHUIO ITPOTPAMMHOM CPEJIbI;

3alUTe MAIIMHHBIX HOCUTENEH epCOHAIbHBIX JaHHbIX;

peructpanuu coObITHIT 0€30MTaCHOCTH;

AHTUBUPYCHOM 3aIIUTE;

00HApPY>KCHUIO BTOPXKCHUIA;

KOHTPOJTIO (aHAIK3Y) 3al[UIIEHHOCTH MEPCOHATbHBIX TAaHHBIX;

00€ecne4eHnI0 IET0CTHOCTH NH()OPMALIMOHHON CUCTEMBI M IEPCOHAIBHBIX JIaHHBIX;

00ecnevyeHnI0 TOCTYTHOCTH EPCOHANIBHBIX JaHHbIX;

3alIUTHI CPEIbl BUPTYAIU3AIUY;

3aIUTHl TEXHUYECKUX CPEJICTB;

3amUThl MHOOPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U W IEPEIayu JTaHHBIX;

BBISIBJICHUIO MHIIUJICHTOB U PearupoBaHUE HA HUX;

VIPaBICHUIO KOH(UTypanmeld HWHOOPMAIMOHHOW CHCTEMBI W CHCTEMBI  3allUThHI
MEPCOHAIBHBIX JaHHBIX.

[I'umuazus Ne 205 umenn P.A. PormuctpoBoii, kak o0aaaress nHPOPMalUd OrpaHUYEHHOTO
JOCTyTa, IPH OCYIIECTBICHUH CBOUX IpaB 00s3aHO:

coOiroaaTh rpaBa ¥ 3aKOHHbIE HHTEPECH MHBIX JIULL;

MPUHUMATH HEOOXOIUMBbIE MEPHI M0 3aIUTEe HHPOPMAITUH;

OrpaHMuYMBaTh JOCTYNl K HH(popmanuu, eciu Takasg OOA3aHHOCTh YCTaHOBJICHA
3akoHoaresnbeTBOM Pocceniickon denepanumu.

B Tom uymcne I'mmuazust Ne 205 umenu P.A. PormucTpoBO#i, BIpaBe e€cCiId HWHOE HE
MPEAYCMOTPEHO 3aKOHOAATENBCTBOM Pocculickoit @enepanuu:

paspemiaTh Wiu OTpaHUYIMBATh JOCTYI K HH(GOPMAIINH, ONIPEACIIATH MOPSI0K U YCIOBUS TAKOTO
JIOCTYTIA;

MCII0JIb30BaTh HH(POPMAIUIO, B TOM YHCJIE PACIIPOCTPAHSTH €€, 10 CBOEMY YCMOTPEHHUIO;

nepenaBaTh WHGOPMAIMIO JIPYTMM JUIAM Ha YCTAaHOBIEHHOM 3aKOHOJATeIbCTBOM
Poccniickoit denepanyy OCHOBaHUY;

3aIIUIIaTh YCTAaHOBIEHHBIMH 3aKOHO/ATeIhCTBOM Poccuiickoit @eneparuu criocodbaMu CBOU
IpaBa B CJIyyae HE3aKOHHOTO MOJIy4yeHHUsl HH(POpPMAaIMK WK €€ HE3aKOHHOT'O MCTI0JIb30BaHUSI MHBIMU
TUIAMU;

OCYIIECTBIISITh MHbIE ACUCTBHS ¢ HMH(MOpPMalMed WM pa3peliarbh OCYIIECTBICHHE TaKUX
NEUCTBUI, ecmu OTH JEHUCTBUS HE MpOTUBOpedYaT QeAepalbHBIM 3aKOHaM U JIPYTUM
HOPMaTHUBHO-TIPaBOBbIM akTaM Poccutickoit @enepanuu.

3amuTta WHGOpPMAMKM OTPAHUYEHHOTO JIOCTyMa MPEICTaBIsieT CcOO0OW  TpHUHSTHE
OpTaHU3AIMOHHBIX M TEXHUYECKUX MEp, HAlPaBIICHHBIX Ha:

coOnrofieHre KOH(PUIEHITMAIBHOCTH HHPOpMAINH (MCKIIOUEHHE HEPAaBOMEPHOTO JIOCTYIIA,
KOIMUPOBAHUS, TIPEAOCTABIICHUS WJIN PACIPOCTPaHEHUS HHPOPMAIIHH ),

o0ecrieyeHne 1eIOCTHOCTH HH(POpMaIuK (MCKITIOUEHHE HEMPAaBOMEPHOTO YHUUTOXKEHUS
WM MOAU(DUIIMPOBAHUS HHPOPMAIUH);

peann3anuio rpasa Ha JOCTYI K HHGOopMaIuu (MCKII0YSHHE HEMTPABOMEPHOTO OJIOKUPOBAHUS
uHbOpMaIIHN).
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Cpencrsa 3amuThl HHGOPMAIMH BHEAPSIIOTCS 110 Pe3yIbTaTaM MPOBEICHUS OLEHKH PHUCKOB
UH(POPMALIMOHHOM 0€30MacCHOCTH.

Opranunsanus 3amuThl HHGOpManun

[Ipu opranmszanuu B ['mmuazum Ne 205 umenu P.A. PormuctpoBoii 3amuThl uH(pOpMaIuu,
JOJKHBI  BBITIOJIHATHCST TpeOoBanust DenepanbHoro 3akona ot 27.07.2006 Ne 149-03 «O6
uHpOpMaLKU, THPOPMALIMOHHBIX TEXHOJIOTUAX U O 3aluTe UH(OOPMALMKU», KOTOPbIE PEryIUPYIOT
OTHOLIECHMSI, CBSI3aHHbIE
C YCTaHOBJIEHUEM, U3MEHEHUEM U MIPEKpAIEHUEM peXruMa 00paboTKHU 3alMiaeMoil HHpopMaLuy.
B tom umcne TpeboBaHMs O 3amuTe WHPOPMALMHU, HE COCTABISIONICH rOCYIapCTBEHHYIO TalHY,
coJepxalleiics B TOCYIapCTBEHHBIX HH()POPMAIMOHHBIX CUCTEMaxX YTBEP)KICHHbBIE IPUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «O06 yrBepkaeHun TpeOOBaHHMHA O 3amIuTe MH(POpPMAIUH,
HE  COCTaBJSIOINEH  rOCylapCTBEHHYIO  TaiHy, coJepKalledcss B  IoCyJapCTBEHHbIX
UH(POPMALIMOHHBIX CHCTEMax» JUIsl TOCYJapCTBEHHBIX HH()OPMAIIMOHHBIX CHUCTEM IO KOTOPBIM
I'umuazus Ne205 nmenu P.A. PorMuctpoBoil, siBisiercss Onepatopom.

B I'mmuazuu Ne205 umenu P.A. PoTMucTpoBOi MOMUMO peann3ainyi OCHOBHBIX MEp 3alllUThI
UH(POPMALIUU OCYIIECTBISAETCS:

peryisipHas  OIEHKa W  yIOpaBleHHE pHUCKaMH HMH(OPMAIMOHHONW  0e30macHOCTH
B COOTBETCTBHMHM C YCTAHOBJICHHBIMHU IPOLIETypaMU B OOJIACTH YIPABJICHUS PUCKAMU;

UH(POPMHUPOBAHUE, o0OyudeHue u MOBBILICHHE KBaJTH(HUKAIUN pabOTHUKOB
['umuaszun Ne205 umenu P.A. PorMuctpoBoii,B cepe nHbopMalimoHHON 6€301acHOCTH;

MeToAuYecKass IOMOUlb pabOTHMKaM B BoIpocax obOecrneyeHuss HHOOPMALMOHHON
0€30I1aCHOCTH;

aHaJIM3 ¥ MOMCK BO3MOKHOCTEH I10 IMOBBIIICHNIO YPOBHS 3alIMIICHHOCTH WH(POPMAIIHH.

Jns opranuzanuu 3amutel nHGopmaruu ['mmuasus Ne 205 umenu P.A. PotmuctpoBoii Biipase
IPUMEHSTh CPEJICTBA M METOAbl TEXHUYECKON 3allMThl, NpEeINpUHUMATh JApYyrue, He
IIPOTUBOpEYAIlME 3aKOHOAATeNbCTBY Pocculickoii denepanuu, Mepsl.

B pamkax obecrieueHus 3amUThl HHQOPMAIIMH, B paMKaX TPYAOBbIX OTHOIIEHUH HEOOXO0AUMO
03HAKOMUTb MO POCIIUCH PAOOTHUKOB, TOCTYI KOTOPBIX K MH(POPMALMU OIPaHUUYEHHOI0 JOCTYNa,
HE0OXOUM [Tl BBIMOJIHEHHSI UMU CBOUX JOJDKHOCTHBIX O0SI3aHHOCTEH, ¢ mepeyHeM MHGpOopMauu
OTPaHUUYEHHOIr0 JOCTyna, U NpUHATBIMU B I'mMHazuu Ne 205 umenu P.A. PormuctpoBoii Mepamu
3alUThl HHHOPMALINH.

Oco0eHHOCTH 32U THI NEPCOHATbHBIX TaHHbBIX

[Tpu opranuszanuu 06padotku B 'mmMuazuu Ne 205 nmenu P.A. PormucTpoBoii nepcoHalbHbBIX
JTAHHBIX HEOOX0/IMMO PYKOBOJICTBOBAThCs TpeboBaHuaAMU PenepanbHoro 3akoHa ot 27.07.2006 Ne
152-®3
«O nepCcOoHANBHBIX JaHHBIX).

[lepeuenr Mep, BbIOJHEHUE KOTOpbIX oOecneunBaer ['mmuazus Ne205 umenu P.A.
PoTmucTpoBoii B KauecTBe onepaTopa NepCOHaIbHBIX JaHHBIX, J0JKEH BKIIOYATh:

Ha3HaueHue B [ umHazuu Ne205 umenn P.A. POTMUCTPOBOI OTBETCTBEHHOI'O 32 OPTraHU3ALUI0
00pabOTKM NEPCOHANbHBIX IaHHBIX;

pa3paboTKy TOKYMEHTOB, OIPEEIISIONINX TPaBHia B OTHOIIEHUH 00pabOTKH MepCOHANIbHBIX
naHHbIX B 'umuaazum Ne 205 umenu P.A. POTMUCTPOBOIA, JIOKaJIBHBIX aKTOB 110 BOIpocaM 00paboTKH
NEPCOHAIbHBIX JaHHBIX;

NPUMEHEHHE OpPraHU3alMOHHBIX M TEXHMYECKHMX Mep Mo oOecreyeHHio O0e30MacHOCTH
NEPCOHATBHBIX JTAHHBIX B COOTBETCTBUU cO cTaTthedl 19 demepampHoro 3akona ot 27.07.2006
Ne 152-@3 «O nepcoHaNbHBIX JaHHBIXY,

BBITNIOJIHEHHE TPEOOBAaHUH 1O COCTABY U COAECPKAHUIO OPTaHMU3AIIMOHHBIX U TEXHUYECKUX Mep
no obecrieueHHI0 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MpU UX 00paboTke B MH(OPMAIIMOHHBIX
cucTeMax MepCOHANBHBIX JaHHBIX yTBepkAEHHBIX [Iprkazom @CTOK Poccum ot 18.02.2013 Ne 21
«O0 yTBEp)KJICHUH COCTaBA U COIEPIKAaHUS OPraHNU3aIMOHHBIX M TEXHUYECKUX Mep M0 00eCTIeYeHUIO
0€30MacHOCTH TEPCOHAIBHBIX JAaHHBIX IPH HX O00paboTKe B HMH(POPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JaHHBIX;
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OLICHKY Bpela, KOTOpPbI MOXET ObITh NPUYMHEH CYObeKTaM MEepPCOHANbHBIX JIaHHBIX
B ciywyae HapymeHuss PenepanbHoro 3akoHa Ne 152-dD3, cooTHomeHHE YKa3aHHOTO Bpeaa
U MPUHUMAEMBIX ONEPAaTOpPOM MeEp, HAIMPaBJICHHBIX HAa OOecleuyeHUe BHIOJHEHHUS 00s3aHHOCTEM,
npenycMorpenHsix degepanbabiM 3akoHOM Ne 152-D3;

o3HakomiieHne pabotHukoB [ umuazuu Ne 205 umenu P.A. PorMuCcTpOBOiA,, HEITOCPEICTBEHHO
OCYIIECTBIISIIOUIMX O0pabOTKYy NEpPCOHANBHBIX JAaHHBIX, C TOJOXXEHUSIMH 3aKOHOJATEIhCTBA
Poccuiickoit ®enepanuu O MEpPCOHANbHBIX JIAHHBIX, B TOM YHCIE TpeOOBaHMSIMH K 3allUTe
NEPCOHANBHBIX JaHHBIX, TOKyMEHTaMH, onpeaesomuMu TpedoBanus ['mmuazus Ne 205 umenu
P.A. PormMucTtpoBoii B OTHOIIEHWU OOpaOOTKM NEPCOHAIBHBIX JaHHBIX M OOydeHue, MpHu
HE00XOIMMOCTH, YKa3aHHBIX PAOOTHHUKOB.

Obecnieuenne 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX JOCTUTACTCS, B YACTHOCTHU:

ONpeNeNieHneM  yrpo3 W Hapymmreneld  0e30macHOCTH — HEepCOHANBHBIX  JAaHHBIX
npu ux o0paboTke B UHPOPMALIMOHHBIX CHCTEMaX MEPCOHAIbHBIX TaHHBIX;

ONpEACIICHUEM YPOBHSA  3alUMIICHHOCTH IEPCOHAJbHBIX JIAHHBIX B  COOTBETCTBUU
¢ tpeboBanusmu [locranosnenus [IpaButensbctBa Poccuiickoit @eneparun ot 01.11.2012 Ne 1119
«O0 yTBepKIeHHH TpeOOBaHMA K 3allUTe NEPCOHAIBHBIX JaHHBIX IpH UX 00paboTke
B MH(OPMAILIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JaHHBIX Y,

IPUMEHEHHUEM MPOLIEAIINX B YCTAaHOBJIIEHHOM IOpPSAKE IMPOLENYPY OLEHKH COOTBETCTBUSA
CPEICTB 3alUThl HH(OPMAIIUK;

OLIEHKOH 3(h(heKTHBHOCTH MPUHIUMAEMBIX MEp 10 3alIUTE MEPCOHATBHBIX JAHHBIX J0 BBOJA
B DKCIUTyaTaIiio HHHOPMAIMOHHON CHCTEMBI IIEPCOHATBHBIX TaHHBIX

BOCCTAHOBJIEHHEM IE€PCOHAIBbHBIX JAHHBIX, BCIEACTBUE MOJYYEHUsI HECAHKIIMOHUPOBAHHOIO
JOCTyTa K HUM;

YCTAHOBJICHHEM TMpaBWJ JOCTyHa K MEPCOHAIbHBIM JaHHBIM, 00pabaThIBAEMBIM
B MH(OPMALMOHHBIX CHCTEMaxX IEPCOHAIBHBIX NAaHHBIX, a TAKXKEe O0OECIEeYCHHEM PErucTpaliu
U y4eTa BceX JCHCTBUI, COBEPIIAEMbIX C IEPCOHATBLHBIMU JAHHBIMU B MHPOPMALIMOHHBIX CUCTEMAaX
NEPCOHANBHBIX JaHHBIX;

KOHTPOJIEM 33 IPUHUMAEMbIMH MEpaMH 110 3aIIUTE ePCOHATBHBIX JAHHBIX U ONPEIEICHHOIO
YPOBHSI 3allIMIIEHHOCTH HH(MOPMALMOHHBIX CHCTEMax IEepPCOHANBHBIX JaHHBIX B Ipolecce
ee 3KCIUTyaTaluH.

5 OCHOBHBIE TPEBOBAHUSA K ITPOUECCAM OBECIIEYEHUA
UH®OPMAIIMOHHON BE3OINACHOCTHA

Metoandeckoe pyKOBOJCTBO, pa3paboTKy pelieHuil 1o 3aumre nHpopMaluu, CoriacoBaHue
BbIOOpA CPE/ICTB BBIYUCIUTEIBLHOW TEXHUKH, IPOrPAMMHBIX U IPOrPaMMHO-AIIapPaTHBIX CPEACTB
3alUThl HH(GOPMAILMK, OPTaHU3aLUI0 paboT MO BBIABICHUIO BO3MOXHOCTEH M NMPEAYNPEKICHUIO
YTE€YKH M CBOWCTB 3alllMIAeMON HH(pOpPMAIIMK, aTTECTAIMI0O OOBEKTOB WH(OpPMATH3AINU
OCYILIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHbIE monpasaeneHuss I'mmuazum Ne 205 umenun P.A.
Pormuctposoii,

Pusnyeckas 0e30MaACHOCTH

[IpunsTHIE OpraHuM3allMOHHBIE M  TEXHUYECKHE Mepbl IO  3alluTe I[OMEIIeHUN
['mmuazum Ne 205 umenu P.A. PoTMucTpOBO#, cepBEPHOro M KOMMYTALIMOHHOTO 00OPY/AOBaHMS,
ABTOMATH3UPOBAHHBIX Pa0OYHMX MECT MoJb30Bareseld nHpopMannoHHbIX cucteM [ mmuaznm Ne 205
umenu P.A. PormMucTtpoBoif, o6ecrieunBaoT peann3amnuio CIeyoumx Mep 1o:

pasrpaHUYeHUIO J0CTynma paboTHHKOB B momemieHus [wmmHazum Ne 205 wumenu P.A.
PoTMHCTPOBOI B COOTBETCTBUH € MX MOJHOMOYHMSIMHU U TOJDKHOCTHBIMH O0S3aHHOCTSIMU;

peructpauuu (GakToB BXoJa paOOTHUKOB B MOMEIIEHUS B KOTOPBIX Benercs 00paboTka
NEPCOHAIBHBIX JaHHBIX;

KOHTPOJINPYEMOMY TpeObBaHNI0 TOCTOpOHHUX il B ['mmHazum Ne 205 umenu P.A.
PormucTpoBoii B TOMEIIEHUs, B KOTOPBIX BeAeTcs 00paboTka HH(OpMAIMH OTPaHUYCHHOTO
JIOCTYIA U pa3MEIEHBI allllapaTHbIe CPeACTBA MH(DOPMAIIMOHHOM CUCTEMBI;

OpraHu3alK PEXUMa KOHTPOJIMPYEMOT0 BHOCA/BBIHOCA CPEJCTB 00pabOTKH MH(OPMAIIHH.
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[Tomemenust 'mmuazuum Ne 205 umenu P.A. PoTmMucTpoBoi JOKHBI OBITH 00OpYIOBAaHBI
JETEKTOpaMU OTHS U JbIMA, OTHETYLIUTENSIMM, CUCTEMAMM KOHIWIIMOHUPOBAHUS BO3/yXa,
CPEICTBAaMU OXPAHHO-TIOKAPHOM CUTHATIU3AL1H.

OcHOBHOE CcepBepHOE M KOMMYTAaIllMOHHOE oOopymoBanue ['mmuazmm No205 mmenu P.A.
PorMucTpoBoii JOKHO OBITH 3alMIIEHO OT IHepeboeB B I0Jadye 3JIEKTPOIHEPIHMU IyTeM
MOJKITIOUYEHUS K 3JICKTPOCETH C IPUMEHEHUEM UCTOYHHUKOB Oecriepe00iHOr0 MUTaHUs U PE3EPBHOTO
nu3enb-reHeparopa. Mcrounuku Oecriepe0oifHOro NUTaHus HEOOXOAUMO PEryJIsipHO TECTUPOBATh
U TPOBEPATH YIOJIHOMOYEHHbIM paboTHHKaM ['mmuazum Ne205 wumenu P.A. PormuctpoBoii
B COOTBETCTBUU C PEKOMEHALUSAMHU TPOU3BOIUTENIS.

[TopraTuBHBIE TEXHHYECKHE CpEACTBA HE JOJDKHBI OCTaBaTbCid 3a  IpeesiaMu
KOHTpoJiupyemoi 30HbI ['mmHazun Ne205 umenu P.A. PormucTtpoBoii 6€3 KOHTPOJIS CO CTOPOHBI
paboTHuKoB I'mMHazuu Ne 205 umenu P.A. PormuctpoBoi.

be3onacHocTh Ha paGouem mecTe

3anpemiaercs BECTU 3alMCh Mapoyied B OTKPBITOM BHUJIE Ha MaTEpUAIbHBIX HOCHUTEI,
3a UCKJIIOYEHHUEM CIIy4acB, PErVIaAMEHTUPOBAHHBIX METOJOB XPaHECHHUS.

JIOKyMEHTBl M HOCHUTENIM C MH(pOpMalueld OrpaHMYEHHOTO JOCTYyNa JOJKHBI yOuparbces
B oreuaTbiBaeMble Mecta (ceddbl, mkadpl W T.I.), Opud yxoae ¢ pabodero Mecrta.
Ha aBromaTtusupoBanHom paboueMm Mecte [lonb3oBarens pabouas ceccusi JoJKHA ObITH IPEPBaHa,
paGouuil cron 3alnokupoBaH. Bxon mosib30BaTenss B CUCTEMY HE JIOJDKEH BBITOJIHATHCS
ABTOMAaTUYECKHU.

JloKyMeHTBI, cosieprkaliue nHPOpMaIHIO OrPaHUYEHHOT O JOCTYIA, TOJIKHBI Cpa3y U3bIMAThCs
U3 TIeYaTANMX YCTpOHcTB. [l yTwim3anun KOH(QUIACHIUAIBHBIX JOKYMEHTOB, IOJDKHBI
UCIIOJIb30BaThCSl YHUUTOXKUTENIN JOKYMEHTOB HE HMKE 4 YpPOBHS IO CTaHAApTy O€30MacHOCTH,
NPUMEHSIEMOMY K YHUUTOXKHUTEISAM JOKYMEHTOB.

[Ipy wucnonp30BaHMM MOOWJIBHBIX TEXHHUYECKUX CPEACTB HEOOXOOUMO  COOII0/aTh
JIOTIOJTHUTEIbHBIE MEPHI 10 pEerjaMEeHTAllMd M KOHTPOJIIO HCIOJIb30BaHUS B WH(OPMAIMOHHOM
cucTeMe MOOUJIbHBIX TEXHUUYECKUX CPEICTB.

Haxoxnenue mnpencraBuTenedl MOPUIMYECKUX JIUI B paMKaX MCIIOJHEHUS JIOTOBOPHBIX
00513aTeNIbCTB B MOMEIEHUIX B KOTOPBIX BeJeTcs 00paboTka MHPOPMALIUU OTPAHUYEHHOTO 10CTYyIIa
MH(OPMALIMOHHOM  CHUCTEMBI,  BO3MOXKHO  TOJIBKO B  CONPOBOXKJIEHUU  pabOTHHKA
I'mmuazuu Ne 205 umenu P.A. POTMUCTpPOBOH, TOMYIIEHHOTO 10 00paboTKH Takoi HH(pOpMaIHH.

Pa3memienne  TeXHMYECKMX  CpPEACTB  BbIBOJA  MHpOpMAmUMd B IOMELICHHSX
I'mmuaszuu Ne 205 umenu P.A. PorMHCTpOBO# ,lIPOM3BOAUTCS C YUETOM MCKIIFOUEHHS BOZMOXKHOCTH
BU3YaJIbHOI'O IPOCMOTpa MH(GOPMaLlMK TOCTOPOHHUMH JIMLAMU U PAOOTHUKAMH, HE JOMYIIEHHBIM
K pabore ¢ JaHHOI HH(popMaIeH.

TexHuueckue CpeacTBa AODKHBI pa3MEIIaTbCs M XPAaHUTbCA TakKUM 00pa3oM, 4YTOOBI
COKPATUTbh BO3MOKHBII PUCK MOBPEXACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOT'O JOCTYTIA.

Texnuueckoe 006cIy;kuBaHNe 000Py/10BaHUSA

Texunueckue cpencrsa I'mmuazun Ne205 numenu P.A. PoTMucTpoBO# TOIKHBI IPOXOIUTH HA
pPErylspHOM OCHOBE CEpBHCHOE OOCIYy)XKMBAaHME B COOTBETCTBUM C PEKOMEHIAIUSIMHU
pOU3BOIUTENEH 000PYAOBaHUS.

PeMOoHT u cepBHCHOE OOCITyXUBaHHE OOOpPYIOBAaHUS JOJIKHBI BBIIOJHATHCS TOJIBKO
KBAJTM(PHUIMPOBAHHBIMU CIIELUAINCTAMH.

TexHuueckoe o0O0CIyKHBaHHE OOOPYJOBaHMSI CTOPOHHUMH OpraHMU3AMsIMU HE JIOJKHO
IPUBOINUTH K PUCKY HAapYIIEHUS! KOHPHUICHIMATBHOCTH 3alIUIAeMON HH(POpMAIIH.

B3aumopneiicTBHe ¢ TPeTHUMHU JTULIAMU

B nmemix oOecneuenuss uHpopmanumoHHoi Oe3omacHocT I'mmHasuss Ne 205 wumeHu
P.A. PoTMuCTpOBO#, NpH B3aUMOJIEUCTBUU C TPETBUMH JINLIAMH JTOJKHO BBIIIOJIHATH CJIEIYIOLINE
MEPONPUSTHS 110!

3aKJIIOUYEHUIO COIVIALIEHWS O Hepas3rjalleHnd HHQOpMalMi OTrpaHUYEeHHOro JOCTYIa
MOJIy4EHHOM B XO7Ie MCTIOJHEHUS IOTOBOPHBIX 0053aTENIbCTB,;

OCYILIECTBIICHUIO KOHTPOJISI 3a JEHUCTBUSAMHU IIPEICTaBUTENICH KOHTPAareHTOB B Ipenenax
KOHTpoJsiupyemoi 30HbI [ umHazuu Ne205 umenu P.A. PorMuctpoBoii.
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YnpasieHue ;KU3HEHHbIM LHMKJIOM HHPOPMALHOHHBIX CHCTEM

MeponpusiTist B MpoLecce  KU3HEHHOTO  IHMKJIAa  WHQOPMALMOHHBIX  CHCTEM
I'umuaszum No205 umenu P.A. PorMUCTpOBOH, T0KHBI OBITH HAITPaBJICHBI HA 00€CTICUCHUE 3AIUTHI
UH(OPMALIMKU TIPH BBOJE B ICHCTBHE, SKCILUTyaTalluH, COPOBOXKICHUH 1 MOJICPHU3ALIMH, BEIBOAA U3
JKCILTyaTalyu.

OcHoBaHMeM Tpu pa3padoTKe HH(YOPMAIIMOHHBIX CHCTEM OJDKHBI SIBIATHCS PpEIICHUS
NOPUHATBIE HA CTaguu (OpMHUpPOBaHUS TpeOOBaHUM, coep)kalye TpeOOBaHHS B TOM 4YHCIE
10 CHCTEME 3aIIUThl HHPOPMALIUH.

JIro6oe rtaHupyeMoe K BHEIPEHUIO U3MEHEHUE HHPOPMALIMOHHOM CHCTEMBI IPEIBAPUTEIBHO
JOJDKHO ~ OBITh  IPOAHAIM3UPOBAHO HA  COBMECTMMOCTh UM OTCYTCTBME  HapyLICHHWI
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3aILUThl HHPOPMALIUY.

PaGotel mo MopepHHM3anmMM HHOOPMAIMOHHOW CHUCTEMBI, B TOM YHCJIE IO YCTaHOBKE
IPOrpaMMHOro obecrieueHust 1 OOHOBIICHUH, TOJKHBI IPOBOAUTHLCS B Hepabouee BpeMsl UM BpeMsl
HaUMEHbIIeH pabodel Harpy3KH.

[Ipu BBIBOAE U3 HSKCIUTyaTallMM WHGOPMALMOHHBIX CHCTEM JIOJDKHO O0ecreYnBaThCs
rapaHTHPOBAHHOE yJAaJIeHuEe 00pabaThIBa€MO U XpaHUMOHN B HUX HH(POPMAITUH C UCTIOIH30BAHUEM
CPEACTB TapaHTUPOBAHHOIO YHUUYTOXEHHUS MH(MOPMALUU UM IMyTeM (PU3MYECKOT'O YHUUTOKCHHS
HocuTenei nHdpopMaIum.

Bcee IPOLEAYPBI o0ecrieueHus 3alUTBI uH(pOopMaLuy, YCTaHOBJICHHbIE
B ['umuaszuu Ne 205 umenu P.A. PorMucTpOBO# B OTHOIIEHUH HH()OPMALIMOHHBIX CUCTEM, JOJKHBI
BBINOJIHATHCS U KOHTPOJIUPOBAThCS OTBETCTBEHHBIMM JIMIIAMU 332 OPraHU3aIMI0 paboT MO 3alluTe
uH(pOopMaLUH.

KonTpoJs nocryna k HH(pOpManMOHHBIM CHCTEMaM

Bce paGorHuku I'mmuazum No 205 umenu P.A. PoTmucTpoBoi, momyiieHHbIE K padote
¢ UHGOPMALlMOHHBIMM CHCTEMAaMHM, HECYT IE€pPCOHAJIbHYI0 OTBETCTBEHHOCTh 3a HAapyLICHUs
YCTaHOBJICHHOTO TIOPsIIKa 00pabOTKK HHPOPMALIUH.

YpoBeHb MOJIHOMOYMI NOJIB30BaTeNs B HH(popMaMoHHOH cucteme ['umnaazun Ne 205 nmenu
P.A. POTMUCTPOBOM, TOKEH OMPEEIATHCS B COOTBETCTBUHU C €TI0 JOIKHOCTHBIMU 00SI3aHHOCTSIMU.

Joctyn mnonb3oBarened K HWHPOPMALMOHHBIM cucteMaM [umnHazuum Ne 205 wumeHu
P.A. PorMuCcTpOBOH, 10JI5KEH KOHTPOJIMPOBATHCSA aAMUHUCTPATOPOM HH(OPMALIMOHHON CUCTEMBI.

Ocy1ecTBIeHHE PETYIIPHOTO KOHTPOJIS BBIIIOJHEHHUS OPraHU3allOHHO-PACIOPAIUTENBHBIX
JIOKYMEHTOB, KacCalOIUXCsl perjamMeHTanuu aonycka padoTHukoB [umHazum Ne 205 wumMeHu
P.A. PormucTpoBO#i K ”HPOPMALIMOHHBIM CUCTEMAM.

Hnentudpuxanusd 1 ayreHTuGUKanus

Hoctyn monb3oBateneil Kk MHOOPMAIMOHHBIM CHUCTEMaM JOJIKEH MPEIOCTaBISATHCS TOJIBKO
10CJI€ YCIIEHIHOTO 3aBepUICHUs NICHTH(PHUKAIINN, AyTeHTU(DUKALIUH.

[TonryueHue mnonb3oBaTeeM HMEHHM B HMH(POPMALIMOHHOW CHCTEME M Mapois, KOTOphIE
o0ecreynBaroT JOCTYH K HH(OPMAIIMOHHOHN CUCTEME, TOJDKHO OCYILECTBIISATHCS 10 MPEICTABICHUIO
PYKOBOJHTENS CTPYKTYPHOI'O MOAPA3ACIICHHUS.

YnpasJieHue 10CTYIIOM

B T'mmuazum Ne 205 umenu P.A. POTMHCTpPOBOIl ITOJKHO OCYHIECTBIISITHCS YIPABICHUE
JOCTYIIOM K MH(OPMAITMOHHON CUCTEME MOCPEICTBOM peaTn3alMi He0OX0AUMBIX METOI0B, TUIIOB
U TIPaBWJI pa3rpaHUUuCHHs JOCTYIa MOJIb30BaTesIM HHPOPMAMOHHOHN cucteMbl [ mmHazus Ne 205
umeHu P.A. PormuctpoBoii. B Tom uncie obecrnieueH 3aliuIieHHbIN YAaaeHHbIA JOCTYI CYObEKTOB
J0CTyNa K 00beKTaM JI0CTyIa yepe3 BHEIIHNE HH()OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH.

BesonacHocTh npu padore ¢ HOCUTEIAMHE HH(POPMALINH

Pa6otauku ['mmuazum Ne 205 mmenu P.A. PoTMHCTpOBOH, JHOHKHBI UCIOJIB30BATh TOJIBKO
YUTCHHbIE ChbEMHBIE MAIllMHHBbIE HOCUTEIM MH()OPMAIUH JUIS BBITOJHEHHUS CBOUX JOJDKHOCTHBIX
o0s3anHOCTel. VMcnonp3oBaHne cheMHBIX MAalIMHHBIX HOcuTenel nHdopmannuu B I'umuazun Ne205
uMeHu P.A. POTMUCTPOBOI B MHBIX LIESAX CTPOTO 3aMPEIIEHO.

CbeMHbIe MallIMHHbBIE HOCUTENTU HH(OPMALIUU JOTKHBI XPaHUTCS B ONl€YaThIBaeMbIX MIKadax,
B TIOMEIIEHUSAX B KOTOPBIX MPEIYyCMOTpeHa 00paboTKa HHPOPMAIIUN OTPAaHUYSHHOTO TOCTYTIA.
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B ciydae kpaxu WM MOTEPH CHEMHOTO MAIIMHHOTO HOCHTENS HH(GOPMALINH, a TAaK)KE HWHBIX
UHIMJICHTOB, KOTOpPBbIE MOTYT MPHUBECTH K HAPYIICHUIO CBOWCTB HMH(OpMAIMH OTpaHUYEHHOTO
JIOCTYIIA, IOJDKHBI TIPOBOIUTHCS MEPOIPHUSATHS 110 PACCICAOBAHHUIO TAKHX HHIHICHTOB.

[Tpu BBIBOZIE M3 IKCIUTyaTallul ChEMHOTO MAIIMHHOTO HOCHTENS MH(POpPMAalLUK, BCe JTaHHBIC,
XPaHSILIMECcs Ha HEM, JOJDKHBI OBITH yIAJICHBI ONPENeICHHOM KOMHCCHEH M3 Yucia paOOTHUKOB,
CPeICTBOM rapaHTHPOBAHHOTO YHUUYTOXKECHUS HHPOPMALIUH.

@dakt yHUYTOKEHUS HHGOPMALUK HA CHEMHOM MAIIMHHOM HOCHUTeNe WH(POPMALUH
¢ukcupyercs B akTe 00 YHHYTOKEHUH HMH(MOPMAIMM CO CHEMHOTO MAIIMHHOTO HOCHTEIS
uHpopmanuu.

Perncrpanus codbITHii

B T'mmuazum Ne 205 umenu P.A. PorMuCTpOBOI [1OJKHA OCYHIECTBISATHCS PErHCTPALUU
coOBITHI 0€30ITaCHOCTH Ha BCEX KOMITOHEHTaX HH(MOpMaAIMOHHBIX cucTeM [ umHazuu Ne 205 umenu
P.A. PormMHCTpOBOIA, B KOTOPHIX 00pabaThiBaeTCs 3amuinaemMas iH(HOpMaIus.

AHTHBHPYCHAs 3a1IUTA

B nensix oOHapyx)eHusi U yCTpaHEHHS] BPEAOHOCHBIX nporpamMm B ['mmuazuu Ne 205 numenu
P.A. PoTMuCTPOBO#i, TOJKHBI UCIIONB30BATHCS CPEJCTBA AHTUBUPYCHOM 3allIMThHI HH(OPMALIUH.

O0s3aTeNnbHOMY KOHTPOJIIO CPEICTBOM AHTHUBHUPYCHOM 3alllUThl HMH(OpMAaLMU JI0JKHA
nojJiexars Jo0as wuHpopManus (TeKCToBbie (aitnpl J00bIX (GopMaToB, (alabl JTaHHBIX,
UCTIONHAEMBIC (haiubl), ToiydaeMass W TepeaaBaeMasl 10 JIOKaJIbHOH BBIYMCIUTEIBHON CETH
B TOM YHCJE€ M CETAM OOILEro MOJIb30BaHMS, a Takke HH(pOpMalWs, XpaHuMas Ha CHhEMHBIX
MAaIIMHHBIX HOCUTEIISX UH(OPMAIIHH.

[Ipu ycraHOBKE MNPOTrPpaMMHOTO OOECIEeUeHUS WU €ro OOHOBIEHUS Ha CEBEpHOE
000opy/sOBaHUE JIOJDKHA AaBTOMATHYECKH BBINOJHATHCA IpEJBapUTEIbHAs IPOBEPKA JIaHHOTO
MPOrpaMMHOT0 00ecreyeHHs Ha OTCYTCTBHE BPEJOHOCHOTO MPOTrPAaMMHOI0 00ECIICUeHHS.

OOHoBiIeHNE 0a3 CUTHATYp Ul CPEACTBA AaHTUBUPYCHOM 3alIMTHl MH(POPMALUHU JIOJKHBI
OOHOBJISATHCS €KETHEBHO.

ITonb3oBaTenu 0e3 IpaB aZMUHUCTpaTOpa MH(OPMALIMOHHOM CUCTEMBI
I'mmuazum Ne 205 umenu P.A. PoTMUCTpOBO#, HE 10JIKHBI UMETh BO3MOXKHOCTB ITOJTyYEHHS 10CTYTIa
K KOH(UTypali aHTUBUPYCHOTO CPEACTBA 3aIUThI WU €r0 OTKIIOYEHHUS.

KoHTpoJIb 321IMIIICHHOCTH NEPCOHATBHBIX JAHHBIX

B nensx uckiIoYeHMs SKCIUTyaTallUM YS3BUMOCTEN MPOTrPAMMHOIO 00ECIEeYeHMs JOJKHBI
OPOBOJIUTCS PAa0OThl MO BBIABICHUIO, AHAIM3Y YSI3BUMOCTEH HH(GOPMALIMOHHON CHUCTEMBI
Y OIIEpPaTUBHOE YCTPaHEHHE BHOBb BBISIBICHHBIX YA3BUMOCTEN. B TOM uncie opranu3anus KOHTPOIIs
YCTAHOBKHM OOHOBJIEHUS POTPAMMHOI0 00€CTIeYeHHs BKITIOYAsl CPECTB 3aLIUTh HH(POpMaIUH.

Hcnosb30BaHue NPOrpaMMHOTO 0becneyeHus

Be10op nporpaMmHoro odecrnieyeHus i IPOM3BOJICTBEHHbIX HYX ] I mMHazuu Ne 205 nmenu
P.A. PoTrMucTpoBOH, HOJKEH MPOU3BOJAUTHCS B IPUOPUTETE K OTEUYECTBEHHOMY, BHECEHHOIO
B EnuHBI peecTp pOCCHIICKMX MpOrpaMM Jjisl 3JEKTPOHHBIX BBIYMCIUTEIBHBIX MalluH U 06a3
JaHHBIX. B caydae oTCyTCTBHS aHajora B EJMHOM peecTpe pOCCHUUCKHMX MpOorpaMm JJist
AJIEKTPOHHBIX BBIYHUCIUTENBHBIX MAIlIMH M 0a3 TaHHBIX JIOMYCKAETCsl UCIOIb30BATh IPOTPAMMHOTO
o0ecrneyeHre UMIOPTHOTO MTPOU3BOJICTBA.

Hcnosb3oBanue cpeacTs Kpunrorpaguyeckou 3aiuTbl HHGopManuu

ObecnieueHue 3aUThl UHPOPMAIMKY OTPAHUYEHHOTO JTOCTYIa OT PACKPBITH, MOIU(PUKALIUN
U HaBs3bIBaHUS (BBOJAA JIOKHOM wWH(pOpMmanuu) mpu ee mepenade (MOATOTOBKE K Iepeaade)
[0 KaHaJlaM CBS3M, MMEIOIIMM BBIXOJ 3a IMpEIesibl KOHTPOJIUPYEMOH 30HBI 00ecredrBaeTCs
NPUMEHEHHUEM CPEAICTB KPUNTOrpaduyeckoit 3amnThl UHPOPMALIUH.

[Tpuobperenue cpeacts kpunrorpapudeckoi 3amutel nHGopmannu ['mmuazun Ne205 numenu
P.A. PormMHuCTpOBOM OCYHIECTBJIIETCS HAa OCHOBAaHMM JIOTOBOPOB M KOHTPAaKTOB C JIMLAMHU
MMEIOIUMH  AeicTByromyo JjuieH3uto @DOChb Poccunm Ha OCyHIECTBIEHUE AEATEIBHOCTH
1o pa3paboTKe, IPOU3BOACTBY, PACIPOCTPAHEHUIO I (PPOBATBHBIX (KpUNITOrpahuUIeCKUX ) CPE/ICTB,
MH(OPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHUKAIIMOHHBIX CHUCTEM, 3alUIICHHBIX C MCIOJIb30BAaHUEM
mpoBaIbHBIX (KPUITOTpaPUUECKUX) CPEACTB, BHIIOTHEHUIO paObOT, OKa3aHUIO YCIYT B 00JIACTH
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mudpoBaHUs uH(dopMaIuu, TEXHUYECKOMY 00CITy’)KHBaHUIO U GPOBATHHBIX
(kpunTorpadMUecKux) CpeAcTB, MHOOPMAIIMOHHBIX CHUCTEM U TEJICKOMMYHUKAIIMOHHBIX CHUCTEM,
3aIAIIEHHBIX C MCHOJb30BaHUEM IMHU(PPOBATBHBIX  (KpunTorpaduyeckux) CpeacTB (3a
UCKJTIOUEHHEM CIIydasi, €CJIM TeXHUYECKOe 00CTyXKMBaHHE MIH(PPOBATBHBIX (KPUITOTPa)UUESCKHX )
CpeACTB, HH(MOPMAIMOHHBIX CHCTEM M TEJIEKOMMYHMKAIlMOHHBIX CHUCTEM, 3allUILEHHBIX
C HCHOJb30BaHHWEM MIH(PPOBATBHBIX (KPUNTOrpaUUECKUX) CPEACTB, OCYIIECTBISCTCS JUIS
o0ecrieyeHns: COOCTBEHHBIX HYX/1 FOPUINUECKOTr0 JIMLA UM UHIMBUAYAIBHOTO IPEAIPUHUMATEs).

B mensx opranmzaimuu u o obecneueHHH mepefadd HH(GOpMAIMKM 0 KaHajaM CBSI3U
C HUCIOJIb30BAHUEM CPEACTB KpUNTOrpaduuecKoi 3amuThl MH(GOPMAIMK, a TAKXKE BBITOJHEHMS
nuneH3nonHbx TpedboBanuit ®Ch Poccun B ['mmuazuum Ne 205 umenn P.A. PoTMucTpoBoii nomkeH
OBbITh CO37aH OpraH KpUNTOrpaduuecKOoM 3alHThI.

[Topranbuble pemenuss I'mmuazum Ne 205 umenu P.A. PoTmMucTpoBoil ¢ BO3MOXXHOCTBIO
JIOCTyIa ¢ ceTell OOILIero Mojib30BaHMsl JOJKHBI B IPUOPUTETE pa3padaThiBaThCs C OpraHu3alueit
3alUIIEHHOT0 KaHajla MocpeACTBOM MpoTokona TLS ¢ moanepxkkoit anroputmoB I'OCT 34.10.

Hcnonb3oBanue 31eKTPOHHOM MOYTHI

DNeKTpOHHAas NoYTa JOHKHA Ucnoib3oBaThes B ['umuasum Ne 205 umenu P.A. PormuctpoBoii
C LIeJIbI0 OpraHu3alui OOMEHA 3JIEKTPOHHBIMU COOOIIEHUSIMU MEX 1y paOOTHUKAMU U CyOBbeKTaMU
MH(}OpPMaLlMOHHON O€3011aCHOCTH.

ITpu ncrosIb30BaHUM ANEKTPOHHON IIOYTHI 3aIPEIAETCs:

oOMeH nHpopManuei U CIIy>KeOHOTO MOJIb30BaHMs, a TAaKXKe HHPOpPMaLuei OrpaHUYCHHOTO
JIOCTYTIa;

MPEJOCTABIICHUE TOCTYNA K 3JIEKTPOHHOM MOYTE C MCIOJIb30BAaHUEM JAHHBIX CBOECH YUETHOM
3allACU TPETHUM JINLIAM;

nyOIMKaIUs CBOEro CIy>KEOHOIro ajpeca 3JEKTPOHHOM MOYTHI B 3JIEKTPOHHBIX Karajorax,
Ha [TOMCKOBBIX MAIlIMHAX U JPYTUX pecypcax ceTh HTEpHET B 11X, HE CBA3AHHBIX C UCIIOJIHEHUEM
CBOMX JIOJDKHOCTHBIX 00SI3aHHOCTEN;

MOJIKUCKA TI0 3JIEKTPOHHOM TOYTE HAa PAa3JIMYHBIE PEKJIIAMHBIE MATEpUabl, JIUCTI PACCHUIKH,
AJIEKTPOHHBIE >KYpHajJbl U T.JI., HE CBA3aHHbBIC C BBIIIOJHEHHEM I10JIb30BATEIEM JIOJKHOCTHBIX
00s13aHHOCTEH;

OTKpBITHE (3allyCK Ha BBINOJIHEHUE) (alJIOB, MOJYUYEHHBIX IO 3JEKTPOHHON MOYTEe WIN
u3 pecypcoB cetu MHTepHeT, 06e3 mpeaBapUTeIbHON MPOBEPKH UX aHTHUBUPYCHBIM MPOTrPAMMHBIM
o0ecreyeHneM.

Pabora B ceTsix 001ero noJib30BaHus

I'umuazus Ne205 umenu P.A. PorMucTtpoBoit ocTaBiseT 3a co0oil mpaBo OJIOKMPOBATH WU
OTpPaHUYMBATH JOCTYN PAaOOTHHKAM K CETSAM CBSI3UM OOINEro MOJb30BAHUSA, B TOM YHCIE CETH
WuTepHer, colep)kaHuE KOTOPBIX HE MMEET OTHOLICHMS K MCIHOJIHEHHIO JOKHOCTHBIX
00s13aHHOCTEH, a Takke K MH(POPMAIMOHHBIM pecypcam, COiepKaHNue U HaPaBIEHHOCTh KOTOPBIX
3alpeleHbl 3aKOHOaTeNnbCTBOM Poccuiickont denepannn.

WNudopmanus o noceunraeMelx padotHukamu ['mmuaazumn Ne205 umenu P.A. PormucTtpoBoi,
MH(OPMaLMOHHBIX pecypcoB MIPOTOKOJIUPYETCS TUIs MOCJIEYIOIEr 0 aHaym3a
U, TIPY HEOOXOIMMOCTH, MOXKET OBITh ITPEJICTABICHA PYKOBOAUTEISIM CTPYKTYPHBIX MOJIpa3/IeIeHUH,
a Taxke pykooaurento ['mmuazum Ne205 nmenn P.A. PorMucTpOBO#, 111 KOHTPOJIA.

ITpu ncnonb3oBanuu cety MIHTEpHET 3anpenieHo:

WCIIONb30BaTh npeaoctaBieHHbld ['mmHazuenr Ne 205 mmenu P.A. PormucTpoBoii, gocTym
B CETh IHTEpHET B INYHBIX LIETAX;

MCIIOJIb30BaTh HECAaHKIIMOHUPOBAHHBIE MPOTpaMMHbIE U MPOTpaMMHO-aNapaTHbIE CPEACTBA,
MO3BOJIAIOIINE TIOJYYUTh HECAHKIIMOHUPOBAHHBIN 10CTYN K ceTH MIHTepHeT;

nyOIMKOBaTh, 3arpykaTb U pPacHpOCTPaHATh MaTepHalIbl COJEp)KAIUe HEIOCTOBEPHYIO
uHpopmanuio o I'mmuazuu Ne205 umenu P.A. PormuctpoBoi, a Takxke daabcuduuupoBaTh CBOM
IP-anpec.

Pe3epBHOE KOMpPOBaHKMe M BOCCTAHOBJICHHE JAHHBIX

OcyiecTBieHHE PE3EPBHOIO KOMMPOBAHUS IOJDKHO OCYILECTBIIATHCS JJIS:
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nHpopmanuu obOpabaTeiBacMoii Ha (ail;loBOM cepBepe M CEpBEpE MPHUIIOKCHUMH,
UH(OPMAIIMOHHON CUCTEMBI,

pabounx MECT aIMUHUCTPATOPOB HHPOPMAIIMOHHOMN CHUCTEMBI.

YacTtoTa ¥ PEeKUM PE3ePBHOTO KONMHPOBAHUS YCTAHABIMBAIOTCS TAaKUM 00pa3oM, 4YTOOBI
o0ecreunTh MUHUMAJIbHYIO TOTEPIO JAHHBIX U ONIEPaTUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOrO0 KOMUPOBAHUS W BOCCTAHOBJICHHUS PECYPCOB HH(OPMAIMOHHBIX
cucreM I'mmuazum Ne 205 umenu P.A. POTMHUCTPOBOI HOJKHBI TPOBOAUTH YIOJHOMOYEHHbBIE
pabotHuku I'mmuazuu Ne 205 umenu P.A. PormuctpoBoi,.

PesepBHOoe KomMpoBaHUE JODKHO  OCYIIECTBISATHCSA B~ aBTOMAaTHUECKOM  PEKHUME
C IPUMEHEHHEM OTEYECTBEHHOI'O CIELUUAIM3UPOBAHHOIO CPEJCTBA PE3EPBHOIO KOIHMPOBAHMS
C JIEUCTBYIOIIMM CEpPTHU(PHUKATOM COOTBETCTBUSl MO TpeOOBaHUSIM O€30MacHOCTH HH(OpMaLuu
OCTOK Poccun.
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6 OCHOBHBIE TPEBOBAHUSA K ITPOIHECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOHN BE3OITACHOCTBIO

MoHnnTopuHT HHPOPMALMOHHOH 6€30I1aCHOCTH

Ha nocTossHHOM OCHOBE JOJDKEH MPOBOJIUTHCS KOMIUIEKCHBIM aHanu3 (yHKLHOHHPOBAHUS
uHpopMmannonHoil cucrembl ['mmuHazun Ne 205 umenu P.A. PoTMHCTpOBON M BO3HHKAIOIIUX
coObITHI HH(DOPMAITMOHHOM 0€301TaCHOCTH.

[Iporiecc MOHUTOpHHTA CHCTEMBI OOecredeHrss MHPOPMAMOHHONW 0€30IMacHOCTH JIOJDKEH
BKJIIOYAaTh B Ce0s KOHTPOJIb OPraHM3aLMOHHBIX W TEXHHYECKMX Mep IO 3aluTe HMH(pOpMaluH,
aHaJM3 apaMeTpoB KOHPHUTypallMyi U HACTPOMKH CPEJCTB 3aIUTH HH(POPMAIIH.

IIpy npoBeneHMHM KOHTPOJBHBIX MEPONPHUATHH, CBA3AHHBIX C OLICHKOW pealu3aluu Mep
no 3amurte uHpopmanuu B ['mmuazum Ne 205 umenu P.A. POTMHCTpOBOM,, YMOJTHOMOYEHHBIC
pPabOTHUKHU JOJIKHBI IPUAEP/KUBATHCS CIIEYIOLIMX IPUHIUIIOB!

HEe HapymaTh Q(YHKIUOHHpPOBaHHE JesTeNbHOCTH [ uMmHazum Ne205 wumenu P.A.
PormucTtpoBoii;

JEICTBOBATh B COOTBETCTBUU C YTBEPXKJIEHHBIMH OpPraHU3alMOHHO-PACIOPSIUTEIbHBIMU
nokymentamu ['mmuaszuu Ne 205 umenu P.A. PotmuctpoBoii, mmo 3amure nHGopMaIuy,

HE CKPBIBATh (PaKThI BBIABICHHBIX COOBITHI HH(OPMAIIMOHHON O€30M1acHOCTH;

0(OPMIIATH OTUYETHI, HOATBEPIKIAIOIINE BBIIIOJHEHUE MEPONIPUATH 110 3aIuTe HHPOPMALIHY.

Wndpopmanus, mnoigydyeHHass B XOJ€ IHPOBEACHHUS KOHTPOJIUPYIOIIMX MEPONPUSITUN
0 JIeHCTBUAX, COOBITUAX M MapaMeTpax, UMEIOUIMX OTHOILEHHE K peajii3allud Mep IO 3alluTe
uH(poOpMalLu, AOHKHA KOHCOJIMIUPOBATHCS M XPAaHUTHCS B MECTaxX, MCKIIOYAIOLIUX IOJyYeHHE
K HEll HECAaHKIIMOHUPOBAHHOI'O JOCTYIIA.

MOHMTOPHUHT JJaHHBIX O 3apErMCTPUPOBAHHBIX COOBITUSAX HMH(OPMALMOHHON 0€30MacHOCTU
JOJKEH MTPOBOJUTHCS, IO BO3MOXKHOCTH, C UCIIOJIb30BAHUEM CUCTEMBl MOHUTOPUHIA UHIUICHTOB
MH(OPMaLIMOHHON 0€30MaCHOCTH WJIM BCTPOEHHBIX MEXAHW3MOB HACTPOMKH M ayAuTa COOBITHM
B IPOTPAaMMHBIX M IPOrPaMMHO-ANINapaTHBIX CPEICTBAX, HMCIOJIb3YEMbIX B HH(POPMALMOHHOM
uH¢ppactpykrype ['nmuazuu Ne 205 umenu P.A. PormuctpoBoi,.

YnpasJieHue pucKkamMu

OmnpeneneHne BHYTPEHHUX TpeOOBaHUM IO 3aluTe MHQOPMAIMH, TOJKHBI OCHOBBIBATHCA
Ha pe3yjibTaTaXx NpPOBEIEHUS aHalMW3a PUCKOB HApYIIEHUS OCHOBHBIX CBOMCTB 0€30macHOCTH
1u1st nHGOpMaIMoHHBIX pecypcoB ['mmuazuu Ne 205 umenu P.A. PormuctpoBoii,,.

OCHOBOI1 OLIEHKH PUCKOB JIOJDKHA OBITH OIIEHKA YCIOBHM M (haKTOPOB, KOTOPBIE MOTYT CTaTh
MPUYMHON HApYLIEHUS LIEIOCTHOCTH, KOH(PUIEHIUAIBHOCTH U IOCTYITHOCTH JJ1 HH()OPMAIIMOHHBIX
pecypcoB ['umuazuu Ne 205 umenu P.A. PormMuctpoBoii.

PesynbpTatom mpoBefeHHs aHalU3a PUCKOB JOJKEH ObITh pa3paOOTAHHBIM KOMILIEKC MeEp,
HAIPABJIECHHBIX HA CHIKEHHUE BO3MOYKHOIO HEraTUBHOIO BIIMSHHS HAa OCHOBHYIO NIEATEIbHOCTH
['mmuaszuu Ne 205 umenu P.A. PoTMucTpoBO# pu peanu3ainuy TOH Wi HHOU YyIpo3bl O€301MaCHOCTH
uHpopMallMd M O00ECHEeuMBAIOMIMX B JAJbHEHIIEM JOCTaTOYHBIH YPOBEHb 3alllUIIEHHOCTH
nH(popmannoHHbIX cucteM I'mMuazuu Ne 205 umenu P.A. PormuctpoBoi,.

Ynpasienue HHIMICHTAMH HHGOPMALMOHHOI 0€30aCHOCTH

st o6ecnieuennst 3 PeKTUBHOTO pa3perieHus] HHIIICHTOB HH(OPMAIITMOHHON 0€30MacHOCTH
B ['mmHazun Ne 205 umenu P.A. PoTmucTpoBON MMHMMM3AIMM NOTEPh M YMEHBIIEHHS pPUCKA
BO3HUKHOBEHHUS MOBTOPHBIX HHIMIEHTOB JOJDKHO OCYIIECTBIISITHCS YIpaBJIEHWE WHIUACHTaMU
UH(POPMALIMOHHOM 0€30MMacHOCTH.

Jlns ynpaBineHUss MHIMAEHTaMM HWH(OPMAIMOHHOW O€30MacHOCTH JOJDKHA OBITh CO3/1aHa
ciry>)k0a MOHUTOPHHTA U PEaripoBaHUsl Ha MHIUACHTH HH()OPMAIIMOHHON 0€30MacHOCTH, KOTOpas
MOCPEACTBOM KOMIUIEKCA CpPEACTB M MEpONpUATUN Ajii cOopa M KOHCONUIAIMH HH(pOpMaIun
00 MHIMJEHTAX pelIaeT JaHHYI0 3ajady. B OTHOIIEHMM KakKJIO0ro MPOU3OMIEIIEro WHIMIEHTA
pabOTHMKAaMU U3 CIyKObl MOHMTOPHHIAa W pPEarupoBaHUS HAa WHUUACHTHI HHPOPMAIIMOHHOMN
0€30I1aCHOCTH JI0JKEH BBIMIOJIHATHCS €0 aHajiu3, U pa3paboTka 3 (HEeKTUBHBIX MEp pearupoBaHUs
Ha JIaHHBIM NHIUJCHT.



AyauT cuctembl o0ecniedyeHHss HHPOPMALHMOHHOI 0€301aCHOCTH

B LEeJsAX OLIEHKH TEKYIEro YPOBHS MH(POPMALIMOHHOM 0€3011aCHOCTH
I'mmuaszuu Ne 205 nmenu P.A. PoTMuCTpOBOI Ha peryJsiipHO OCHOBE JIOJKEH ITPOBOJUTHCS Ay JUT
nH(pOpMaIMOHHOM OE30IaCHOCTH.

BHyTpeHHne ayauThl JOJDKHBI BBIMOJNHATHCS paboTHukamu ['umuazum Ne 205 mmenu P.A.
PormuctpoBoii. B umcno 3ajgau, pemaemMblXx IpU  HPOBEIEHUM BHYTPEHHMX AayAUTOB
MH(POPMALIMOHHOM 0€30MaCHOCTH, BXOISAT:

cOOp M aHaiIM3 UCXOJAHBIX JAHHBIX 00 OpraHM3allMOHHON M (YHKIMOHAIBHON CTPYKTYype
UH(POPMALMOHHBIX CUCTEM, HEOOXOIUMBIX JUIS OLIEHKU COCTOSHUS CHUCTEMBbI 3allIUThl HH()OPMAIHH;

aHaJu3 YTBEP)KICHHBIX OPraHU3allMOHHO-PACIOPSIUTENbHBIX JOKYMEHTOB [0 3allMTe
UHPOPMALIUU Ha MPEeIMET UX MOJTHOTH U 3PPEKTUBHOCTH, a TaKkKe (OPMHUPOBAHNE PEKOMEHIAIHIA
10 X J0pabOTKe WK Pa3pabOTKU HOBBIX;

o0ocHOBaHue (UHAHCOBOW A(PPEKTUBHOCTH BHOBH NPUOOPETAEMBIX CPEICTB 3alUTHI
uHpopmanuu;

IIPOBEpKAa IMpPaBWIBHOCTH BbIOOpA W HACTPOMKM CpEeACTB 3allluThl HH(OpManuu,
(dbopMHpoOBaHHE MPEUIOKEHUH MO HCHOJIb30BAHUIO MMEIOUIMXCS CPEACTB 3aIlUThl MH(pOpMaLUU
JUIA  TIOBBIICHWS ypPOBHA HAaA&KHOCTH M 0€30MacHOCTH  WH(POPMALMOHHBIX  CHCTEM
I'mmuazuu Ne 205 umenu P.A. PortMuctpoBoii,;

QHIW3 OTYETOB [0 MPOM3OMLICIIIMM HHIMJIEHTaAaM HHPOPMALMOHHON Oe30macHoCTH
U MIPUHATHIM MEPaM 10 UX Pa3peLICHUIO.

IToBbIlIEHME OCBEIOMIEHHOCTH PA00OTHHKOB

B pamkax opraHuzanuu KOMIUIEKCHOTO IPOTHBOACWCTBUS  yrpo3aM 0€301acHOCTH
uH(popmanuu, ucxoaaumm ot padoTHukoB ['umHazuu Ne 205 umenu P.A. PormucTtpoBoil nomxHa
HOCTOSIHHO IMOBBIIIATHCS UX OCBEAOMIIEHHOCTh B 00J1aCTH 3aIlIUThl HHGOPMALIUU.

[ToBbimenne ocBemoMiIeHHOCTH paboTHUKOB ['umuazuu Ne 205 numenu P.A. PormuctpoBoit
OCYILIECTBIISETCS:

no cymectByrouuM B ['mumHazum Ne 205 umenu P.A. PoTrmMuctpoBoil opranusanyoHHO-
pacopsAUTENbHBIM JOKYMEHTAM;

no mnpumensemMbiM B I'mMHazum Ne 205 umenu P.A. PormucrpoBoii Mepam 3alliuThl
uH(popMaIuy,

10 NMPaBUJILHOMY HCIIOJIB30BAHUIO CPEACTB 3aIUThl HH()OPMALINH.
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7  3AK/IIIOYEHMUE

[lpu w3MeHeHUHU JIeiCcTBYyIOIIEro 3aKoHoaarenbcTBa Poccuiickoit depepannu B obimactu
3alMThl  MHGOpMAalMM, A  TaKXkKe  OpPraHU3alMOHHO-PACHOPSAUTENBHBIX  JIOKyMEHTOB
I'mvuazun Ne 205 umenu P.A. PormuctpoBoii Hacrosmass IlonuTuka M U3MEHEHUs K HeH
IPUMEHSAIOTCS B 4YacTH, HE IPOTUBOpEYAIled BHOBb IPUHATBIM 3aKOHOJNATEIBHBIM M HHBIM
HOPMAaTUBHBIM aKTaM, a TakKe BHYTPEHHUM JOoKyMmMeHTaM [umHazum Ne 205 umenu P.A.
PormucTpoBoii.

Bcee TpeOoBaHus, YCTaHOBJIEHHbIE NENCTBYIOLUM 3aKOHOJATEIbCTBOM
Poccuiickoit denepannu, N03aKOHHBIMU aKTaMHU U JOTOBOPHBIMU OTHOLICHUSMH, a TAK)KE MTOAXO.
I'mvuazuu Ne 205 umenu P.A. PoTMUCTpPOBO#l K 00ecreueHHI0 COOTBETCTBUSL ATHM TPEOOBAHUSAM
JIOJDKHBI OBITh SIBHBIM 00pa30oM ONpeAEsIeHb], JOKYMEHTHUPOBAHBI U MOAJEPKHUBATHCSA B aKTyaJIbHOM
COCTOSIHUHU.

I'mmuazuss Ne 205 umenu P.A. PoTMuctpoBOoii B NPUOPUTETHOM HAMPABICHUU JIOJKEH
paccMaTpuBaTBhCS MEpexoa Ha MPOTrPaMMHOrO OOECIeYeHHE OTEYECTBEHHOTO MPOM3BOIUTEIS,
BKJIFOUEHHOT'O B €IMHBIA PEECTP POCCUMCKUX MPOTrPamMM IJIs 3JIEKTPOHHBIX BBIYMCINTENBHBIX MAaIIUH
1 0a3 TaHHBIX.

B ToM umcine mo yactu cepBepHOro, KOMMYTAllMOHHOTO OOOpYIOBaHUS M IpPOrpaMMHO-
aIrapaTHhIX CPEJICTB, BKIOYEHHBIX B EQUHBIN peecTp pOCCUICKON pauo3IEKTPOHHON NPOAYKIIUH.

IlepecMOoTp ¥ BHECEHME UW3MEHEHUMM B HacTosmyro llomuTuky ocymiecTBisOTCA
Ha MEePUOINYECKON U BHEIIJIAHOBOI OCHOBE.
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8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 wunHbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HUHOOPMAIII.

2  Oepepanbhblit 3ak0H OT 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCHY.

3 Tlocranosnenune IIpaBurenbctBa Poccuiickoit ®enepammm ot 16.04.2012 Ne 313
«O0 ytBepxaenuu [lonoxkeHus o TUIEH3UPOBAHUU JEATEIBHOCTH MO pa3paboTKe, MPOU3BOJICTBY,
pacrpoCcTpaHeHHI0 MHU(POBATBHBIX (KPUITOTpaQUUECKUX) CPEACTB, HMH(POPMAIIMOHHBIX CHCTEM
U TEJIEKOMMYHHUKAIMOHHBIX CHCTEM, 3alllMIICHHBIX C KCIOJb30BAHHEM MIHU(POBATBHBIX
(kpunTorpadMUecKux) CPEACTB, BHIIOIHEHUIO padOT, OKa3aHHIO YCIYT B OOJIACTH IIU(POBAHUS
nH(popMaIuy, TEXHHYECKOMY OOCITY)KMBaHUIO MHU(POBATLHBIX (KpUNTOrpauIecKux) CpPEACTB,
MH(POPMALIMOHHBIX CHCTEM M TEJIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
MUGPOBATHHBIX (KpUNTOTPaPUIECKUX) CPEACTB (32 MCKIIOYCHHEM CiIydas, €ClId TEXHHYECKOE
oOciy)xuBanue MUQPPOBATBHBIX (KpUNITOrpahUIECKUX) CpeAcTB, HH(OOPMAIIMOHHBIX CHUCTEM
U TEJIEKOMMYHHKAIMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIOJIb30BAHUEM MU POBATIBHBIX
(kpunTorpadMUecKux) CPEICTB, OCYIIECTBISETCS i oOecredeHus: COOCTBEHHBIX —HYX[
IOPUAMYECKOTO JIMIA WIIH UHANBUAYAIBHOTO MPEIITPUHUMATEIS )».

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®enmeparuu ot 01.11.2012 Ne 1119
«O06 yTBepkIeHUM TpeOOBaHMW K 3alIUTe IMEPCOHANbHBIX JAaHHBIX MpPH HX 00paboTke
B HH(OPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX .

5 Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opraHu3anuy 1 o0ecriedeHnr 6e30MacHOCTH XpaHEeH!Us, 00padOTKH U Mepeadu o KaHajlaM CBSI3U
C UCIOJB30BaHUEM CPEICTB KpUITOrpapuueckord 3amuThl HHPOpPMALMM C OrPaHUYCHHBIM
JOCTYIIOM, HE COJIEpIKAIlell CBEICHHIA, COCTABIISIONINX TOCYIapCTBEHHYIO TAlHY».

6 Ilpukaz ®CBHb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu IlonoxeHus
0 pa3paboTKe, IPOU3BOJICTBE, PEATH3AIMH U IKCIUTyaTallMH IH(PPOBATBHBIX (KPUITOTPAPHUECKIX)
cpenct 3amutsl nHGopmaruu ([Tonoxenne [TK3-2005)».

7 Ilpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «OO0 yTBepxaeHUHN TpeOOBaHMIA O 3alUTEe
MHpOpMAIlMU, HE COCTABISIONICH TOCYIapCTBEHHYIO TaiiHy, coAepiKalleiicss B ToCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMaX).

8 IIpuxa3z ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEp:KICHUN COCTaBa U COJCPKAHUS
OpraHU3alMOHHBIX U TEXHUYECKUX Mep M0 00ecTedeHn 0 0€30aCHOCTH MEPCOHATIBHBIX IaHHBIX IIPU
ux 00paboTke B MH()OPMALIMOHHBIX CUCTEMAX MEPCOHATIBHBIX TaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxaenun CocraBa U coJepKaHUs
OpraHU3aIMOHHBIX U TEXHUYECKUX Mep IO 00eCTIeYeHNI0 0€30IIaCHOCTH MTEPCOHATBHBIX TaHHBIX TIPU
ux 00paboTke B MH(OPMAIIMOHHBIX CHCTEMaX IMEePCOHAIBHBIX JAaHHBIX C UCIIOJIH30BAHUEM CPEJICTB
Kpunrorpaguueckon 3ammThl HHGOPMAIMM, HEOOXOIUMBIX JUIS BBINOJIHEHUS YCTAHOBJICHHBIX
[TpaButensctBOM Poccuiickoii ®enepanun TpeOoBaHMI K 3allUTE€ MEPCOHANBHBIX JaHHBIX
JUISL KaXJI0T0 U3 YPOBHEH 3aIlIUIIIEHHOCTI .

10 TOCT P 51624-2000 «3ammra wHQOpPMAIIUK. ABTOMAaTH3UPOBAHHBIE CHCTEMBI
B 3aIIMIIEHHOM HcnogHeHnu. O0mue TpeGoBaHus .

11 TOCT P 51898-2002 «AcnekTsl 6e30macHOCTH. [TpaBriia BKIFOYCHHS B CTAHIAPTHI.

12 TOCT P 50.1.056-2005 «Texumueckas 3amurta wuHGOopManmu. OCHOBHBIE TEPMHHBI
U OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1upopmarrionHas TeXHOJIOTHUS. MeTObI U cpeAcTBa
6e3omacHocTH. CUCTeMbl MEHeKMEeHTa HH(popMamoHHoi 6e3onacHocTu. TpeboBaHUs».

14 TOCT P 50922-2006 «3amuta nadopmannuu. OCHOBHBIE TEPMUHBI U OIIPE/ICTICHUS.

15 TOCT P 51275-2006 «3amurta uHpopmanuu. OObekT uHopMaTH3anuu. PakTOpHI,
BO3JIeHicTBYIOIMME Ha nHPopMarui. OOIre MOI0KEHUS Y.

16 TOCT P HNCO/MBK TO 13335-5-2006 «MHpopmManmoHHass TEXHOJOTHA. MeTosl
U cpencTBa obecriedeHus: 6e3omacHocT. Yacte 5. PykoBOICTBO MO MEHEHKMEHTY 0€30MacHOCTH
CeTU».
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17 TOCT P HCO/TO 13569-2007  «duHaHCOBBIE  yCIyrH. PeKoMeHmanuu
1o MHGOPMAIIMOHHON 0€30MTaCHOCTH.

18 T'OCT P UICO/M3K 27005-2010 «MubopmannoHHas TexXHOJIOTHs. MeToAbl U cpecTBa
obecrnieueHus 6e30nacHOCTH. MeHeDKMEHT prcka HHPOPMAIIMOHHOM 0€30IacHOCTH.

19 T'OCT P UICO/M3BK 27004-2021 «MudopmannoHHas TexHOJIOTHs. MeToAbl U cpecTBa
obecnieuenus 6ezonacHocTu. MeHeHKMEHT HH(POPMAIIMOHHOM 0€3011acCHOCTH. MOHUTOPUHT, OIICHKA
3alUIIEHHOCTH, aHAIN3 U OLICHUBAHUE.

20 T'OCT P 51897-2021 «MeHemKMEHT pucKa. TepMUHBI U OTIPEACIICHUSI.

21 TOCT P 52069.0-2013 «3ammra wunpopmaruu. Cucrema crangaptoB. OCHOBHBIC
TIOJIOKCHUS.

22 Konuenuus nH(OPMaLMOHHON 0e30MacHOCTH WCIIOJTHUTENIbHBIX OpraHoB
rocynapctBeHHol Biactu Cankt-IlerepOypra ot 20.02.2023.
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